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Classical failure propagation models and

safety assessment techniques (cf ARP 4761

-Failure mode and effect analysis (FMEA)
Model: from a local failure to its system effects / natural languages

L FAILURE MODES AND EFFECTS ANALYSIS (FMEA) |
System: FMEA Description: Date:
Subsystem: Sheet  of
ltem ATA: FTA References: File:

Author: Rev:
FUNCTION | FUNCTION | FAILURE MODE FUGHT | FAILURE EFFECT DETECTION COMMENTS
NAMES CODE MODE FAILURE PHASE METHOD
RATE

Functional FMEA template

Unannunciated Loss

-Fault tree analysis (FTA) T,

Model: from a system failure
to its root causes / boolean formulae

Computation: minimal cut sets / T o
ags LSSNORMWS LOSSEMRWB
probability of occurrence of top event O o ‘ oo P oo

-And also Markov chain ....




Drawbacks of the classical

Safety Assessment Approaches

- Fault Tree, FMEA

Give failure propagation paths without referring explicitly to a commonly
agreed system architecture / nominal behavior =>

— Misunderstanding between safety analysts and designers
— Potential discrepancies between working hypothesis
- Manual exhaustive consideration of all failure propagations become
more and more difficult, due to:
increased interconnection between systems,
integration of multiple functions in a same equipment
dynamic system reconfiguration

Systems Specifications Models
Modeling R

- e

St

e e e } P
i = ==

Requirements, S e =
Certification process FMEA, Fault Trees, Markov Chains...
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Model based safety assessment rationales

- Goals
Propose formal failure propagation models closer to design models

Develop tools to
» Assist model construction
* Analyze automatically complex models

For various purposes
« FTA, FMEA, Common Cause Analysis, Human Error Analysis, ...
* since the earlier phases of the system development

- Approaches

Extend design models (Simulin
SysML, AADL...)

with failure modes

K, Build dedicated failure propagation

» models

(Figaro, AltaRica, Slim...)
Transform into analyzable Develop specialized
formalisms (Boolean formulae, analysis tools
automata, ...)

ONERA




-

What are the tools/languages supporting the i

0,

approach?

- AltaRica
Simfia (EADS Apsys)
Safety Designer (Dassault Systemes)
Cecilia OCAS (Dassault Aviation)
OpenAltaRica tools (IRT SystemX & AltaRica Association)
ARC/AltaRica Studio (University of Bordeaux)

- Figaro (EDF)

- SAML (University of Magdeburg)

- AADL EMV?2 (Software Engineering Institute (SEI))
- HiP-HOPS (to some extent) (University of Hull)

- SOPHIA (to some extent) (CEA-LIST)

- Petro (specific to Oil & Gas) (SATODEV)
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AltaRica language at a glance

- Language designed in late 90's at University of Bordeaux
for modelling both combinatorial and dynamic aspects of failure propagation
in a structured (hierarchical and modular) way
formally.

- AltaRica node: structural unit with a temporal behaviour
~ fault occurrence event
normal event R

NI

Transitions

.......................... N normal sta@ QOI‘ <tatd

A4

Input Assertion » Output
flows output =f (inputs, states) — flows

A 4
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F1

Ccmp 4»4]—/ —u
[
Command/monitoring pattern of safety architecture to compute
correct orders even if one fault occur

Structure:
Two numerical functions F1 and F2
A comparator Cmp that checks the equality of two inputs
A contactor Ct that is closed as long as the equality check is true. When it is
closed, it transmits F1 output; else, it transmits no output.

The functions have two failure modes:

F2

they may produce an erroneous output;
they may produce no output at all.
The safety requirements of interest for this pattern are:
FC_B1: an erroneous output is CAT.
FC_B2: the output loss is minor.
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Case study: the source block

- Let be a basic source function Source that

produces data represented by
« An output O falil error

.- Source may fail. \ \
In this case, the output O is lost. F

- Source may produce errors.
In this case the output O is erroneous.

- Initially, the source performs the nominal function
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domain FailType = {OK, LOST, ERR};

@)
‘ node Source
flow

O:FailType:out;

state
St:FailType;
evelll
fail_error St::ERR‘] fa;l_loss,
O=ERR | | fail err;
init
( 1 St := OK;
St == OK trans
L O =0K J (St = OK) |- fail loss -> St := LOST;
(St = OK) |- fail err -> St := ERR;
( St== LOST ] assert N
. O:LOSTJ 0 = St;
fail_loss extern

law <event fail loss> = exp(l.0E-4);
law <event fail err> = exp(l.0E-5);
edon
- State variables are used to model the state of the systems.
- Flow variables are used to model flows circulating through the model.

- Variables can take their values into predefined domains (Boolean, Integer, Real)
or user defined domain (sets of symbolic constants).
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domain FailType = {OK, LOST, ERR};

@)
‘ node Source :
flow Dynamic part
O:FailType:out;
state
St:FailType;

event

fail_error St::ERR‘] fa;l_loss,
O = ERR J  fail err;
init
( 1 St := OK;
St == OK trans
l» O =0K AJ (St = OK) |- fail loss -> St := LOST;
(St = OK) |- fail err -> St := ERR;
( St == LOST ] assert -
. O=LOST J O = Sti
fail_loss extern

law <event fail loss> = exp(l.0E-4);
law <event fail err> = exp(l.0E-5);
edon

Variables change their value when and only when an event occurs, i.e. when the transition it
labels is fired.

A transition is a triple <e, G, P>, where e is an event, G is a guard (pre-condition) and P is
an action (post-condition).

A transition is enabled only when its guard (pre-condition) is satisfied.
State variables are modified only by actions of transitions.

AN
N
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node Comparator

= flow
In2 Inl:FailType:in;

In2:FailType:in;
Out:bool:out;

In1 In2 Out assert
OK OK true Out = case {
(Inl = In2) : true,
LOST LOST true else false
ERR ERR true };
OK LOST/ERR | false edon \
LOST OK/ERR false Combinatorial part
ERR OK/LOST false

Flow variables represent flows of information/matter/energy circulating in the
system.

Flow variables depend functionally on state variables: their value is entirely
determined by the values of state variables.
They are updated by means of the assertion after each transition firing.
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Use of AltaRica components

node Comparator
// body of the node Comparator
edon
node Source
// body of the node Source
edon
node main
sub
Cmp:Comparator;
Fl:Source;
F2:Source;

assert
Cmp.Inl = F1.0,
Cmp.In2 = F2.0;
edon

- AltaRica nodes are similar to classes in the object oriented programming languages.
- They represent reusable (« on-the-shelf ») components.

- They can be instantiated inside other nodes.

- Definitions of nodes cannot be recursive nor circular.

- The names of variables and events of instantiated nodes are prefixed by the
name of the instance followed by a dot.
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Connection of AltaRica components

node Comparator

// body of the node Comparator
edon

node Source

// body of the node Source
‘ ) edon

F1

F2

node main
sub
Cmp:Comparator;
Fl:Source;
F2:Source;

assert
Cmp.Inl = F1.0,
Cmp.In2 = F2.0;
edon

- Connections of instances:
Assertion linking inputs and outputs of two different instances.
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Formal definitions

Guarded Transition Systems is a quintuple (V,E,T,A1), where:

« V is a set of variables. V is the disjoint union of the set S of state
variables and the set F of flow variables: V=SuF.

« E is a set of events.
« T Is a set of transitions, i.e. of triples <e,G,P>, where

e is an event of E,
G is a Boolean expression built on variables of V
P is an instruction built on variables of V.

o A IS a set of assertions, i.e. data-flow instructions built on variables of V.
e 1 IS an assignment of variables of V, so-called initial or default

assignment.
assignment

ONERA




Formal definition: example

DL Source function
- The set of state variables: S ={ St }
- The set of flow variables: F={ O}

| - The set of events:
fan‘}{ S(; =_=EERRRR 1 E = { fail_error, fail loss }
J - The set of transitions:

( Sct):_:OOKK 1 T = {<fail _error, St==0K, St :=ERR>,
L= ) <fail_loss, St==OK, St=LOST}

\{ Sct)=_=LLOOSSTT] - The assertion: A={0=5t}
fail_loss _ J - The initial assignment: 1= { St=0OK }
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Formal definitions: expressions

- The set of expressions is the smallest set such that

A constant c is an expression (e.g. true, false, 1, 2, 0.5, OK,
ERR)

A variable is an expression (e.g. F1.st, F2.0, Cmp.Out)

op(expy, --., €Xp,), is an expression, where op is an operator of
arity n and exp,, ... exp,, are expressions.

- Examples of operators:
Boolean: and, or, not
Arithmetic: +, -, *,/, ==, >, <
Conditional :

« if exp, then exp, else exp,
« case { exp;: exp,, exps: exp,, ..., else exp, }

ONERA
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Formal definitions: actions of transitions

et AN
N

- The set of actions is the smallest set such that:

If v is a state variable and E is an expression, then “v := E” is an
instruction (Assignment).

If Cis a (Boolean) expression, | is an instruction, then “if C then I” is
an instruction (Conditional instruction).

If 1, and |, are instructions, then so is “I ; I,” (Composition).

e Examples

Fl.st := ERR;

F2.st := LOST;
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Formal definitions: Data-Flow instructions

- The set of instructions is the smallest set such that:

If v is a flow variable and E is an expression, then “v = E” is an instruction
(Assignment).

If C is a (Boolean) expression, | is an instruction, then “if C then I” is an
instruction (Conditional instruction).

If 1, and |, are instructions, then so is “I, ; I,” (Composition).
Each flow variable is assigned only once.

There is no circular definitions.

- Examples:

Cmp.In1 = F1.0; Cmp.In2 = F2.0; Cmp.Out = case { (Cmp.In1 = Cmp.In2) .
true, else false };

{if c, then I;; if not c, then I,;} is equivalent to
 if c; then |, else |,;

ONERA




Formal definition: composition

- A composition of two (or more) Guarded Transition
Systems is a Guarded Transition System.

- Let G,=(V,E,,T,,A1,) and G,=(V,,E,,T,,A,,1,) be two
Guarded Transition Systems then
G =G,0G, =V,E,T,A,1) Is a Guarded Transition System such
that

V=V, UV,
E=E,UE,
T=T,UT,
A=A A,

1= 01,

ONERA




Composition: example

= @

2| @

node Comparator

// body of the node Comparator

edon
node Source

// body of the node Source

edon
node main
sub

Cmp:Comparator;

Fl:Source;
F2:Source;

assert
Cmp.Inl = F1.
Cmp.In2 = F2.
edon

Flatte

node main
state
F1.St, F2
flow
F1.0, F2.
Cmp.Inl,
event
Fl.fail 1
F2.fail 1
trans o
(F1.St =
(F1.St =

ning (F2.St =

(F2.8t =
init
Fl.st = O
assert
F1.0 =
F2.0 =
Cmp.Inl
Cmp.In2

Cmp.Out

F
F

o=

edon

.St:FailType;

O, Cmp.Out: FailType: out;

Cmp.In2: FailType: in;

oss, Fl.fail error;
oss, F2.fail error;

OK) |- Fl.fail loss ->
F1.St := LOST;
OK) |- Fl.fail err ->
F1.St := ERR;
OK) |- F2.fail loss ->
F2.St := LOST;
OK) |- F2.fail err ->
F2.St := ERR;
K; F2.st = OK;
.St,
.St,
F1.0,
F2.0,
case { (Cmp.Inl = Cmp.In2):

true,else false};

- The composition of two (or more) GTS is a GTS. This latter GTS is obtained by

flattening.
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Formal semantics: reachability graph

. Configuration=
Assignment ¢ of a value to all flow and state variables

- Kripke structure/ Reachability graph
A graph <2,0>, where
« 2 is a set of nodes, labeled by model configurations o
« O is a set of edges < o,, e, 0,> labeled by the events

- The initial state o, is calculated as follows

First, assign state variables to their initial values (init clause)

Second, compute the value of flow variables according to the
assertion A: o,=A(1)

ONERA




Formal semantics: reachability graph

- Enabled transition =
transition whose guard is true in the current model configuration

- Computation of the next model configurations
For each enabled transition, build a next configuration

In each next configuration:
« Assign state variable values according to the selected transition action

« Compute the values of flows variables as in the initial configuration
according to the laws in the assert clause

If 0, is in £ and there is a transition t = <e,G,P> such that t is enabled
in o, then o, = A(P(o,)) isinZand <o,, e, 0,>isin O.

- Iterate the computation until no new configuration is reached




Reachability graph: example

F2.fail_loss

Initial (OK, LOST ]

F2.fail_err

[ OK,ERR |

configuration

false

F1.fail_err

F1.fail_err

F1.fail_err

F2.fail_logs

F2.fail_err

ERR, OK | [ERR, LOST

L false J

L false J

F1.fail_loss

F1.fail_loss

F1.fail_loss

4 N
LOST, OK
| false )

F2.fail_err

[ LOST, ERR

L false J




Synchronization

- Parallel composition with event grouping: synchronized product of mode
automata
preserves all states, variables, transitions of ungrouped event, assertions

Introduces new grouped transitions E: <e,, ...,e>
o Initially G, |- e,-> Py ,...,G,, |- ,-> P,;;
* Replaced by
strong synchronisation: G, and... and G, |-E-> P4; ...;P,;
broadcast: G, or... or G, |-E-> if G; then Py; ...;if G, then P,;
interleaving parallelism (only one atomic or a grouped transition at a time)

- Ex: modeling of common cause of failures not propagated by interfaces
Explosion, fire, loss of power, ... of a zone

- Comment: “common cause failure” grouping
Equivalent to “broadcast” + initial events available

ONERA




Synchronization: example

F1

F2

=

o >
® >

CCF: loss of power

node Comparator

// body of the node

edon

node Source

// body of the node

edon

node main

sub

Cmp:Comparator;
Fl:Source;
F2:Source;

Comparator

Source

sync
<power loss, Fl.fail loss, F2.fail loss>;
assert
Cmp.Inl = F1.0,
Cmp.In2 = F2.0;
edon

- Common cause failure: loss of power.
- Produces the loss of both functions.
- Is represented by a synchronization of type CCF.

ONERA




Synchronization: example

Cmp node main
F1 ‘ state
::E E + F1.St, F2.St:FailType;
EEE flow
F1.0, F2.0, Cmp.Out: FailType: out;
=) ‘ Cmp.Inl, Cmp.In2: FailType: in;
event
Fl.fail loss, Fl.fail error;
node Comparator F2.fail loss, F2.fail error;
// body of the node Comparator power loss; N
edon trans
node Source (F1.St = OK) |- Fl.fail loss ->
// body of the node Source : Fl1.St := LOST;
edon Flattening (F1.St = OK) |- Fl.fail err ->
node main F1.St := ERR;
sub # (F2.St = OK) |- F2.fail loss ->
Cmp:Comparator; F2.St := LOST;
Fl:Source; (F2.5t = OK) |- F2.fail err ->
F2:Source; F2.St := ERR;
sync
<power loss, Fl.fail loss, (F1.st=O0K) or (F2.st=OK) |- power loss
F2.fail loss>; -> { if Fl.st=OK then Fl.st := LOST;
if F2.st=0K then F2.st := LOST;}
assert
Cmp.Inl = F1.0, assert
Cmp.In2 = F2.0; .
edon edon

The synchronized composition of two (or more) GTS is a GTS. This latter GTS
Is obtained by flattening.
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Synchronization: example

cmp F1.St N F2.St
i ‘ ) [ERR, Losﬂ(
:E = L false,,\J
F2 w |
Cmp.Out

F2.fail_loss F2.fail_err

nitial (oK, LosST ) (oK ERR )

configuration
false false
F1.fail_err
F1.fail_err F1.fail_err
F2.fall_logs F2.fail_err
ERR, OK | [ERR, LOST
L false J powe_| SSL false J
F1.fail_loss FLfall_loss \Fj.fail_loss
- N F2.fail_| F2.fail_err
LOST, OK [ LosT, ERR
__false | | fase |




Timed/Stochastic models

- Events are associated with “delay” functions.

- The “delay” functions are used to calculate firing dates for each

enabled transition.

- If a transition remains enabled until the firing date, it is fired at

this date.

- Deterministic transitions
Delay function: Dirac(d), d=0

If a transition is enabled at time t, it SHALL be triggered at time t+d

- Stochastic transitions

Probability distributions for delays: exponential, Weibull, etc.

If a transition is enabled at time t, its firing date is t + 9,
where ¢ is calculated randomly according to the probability
distribution.

1

t Fx)

3 j(;()

P(X<x)

P(X<x)
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Deterministic transitions

Example: a contactor

In Out
-—

not Check

s -—o
- ~

open_ ct
NOT
OPEN OPEN

- Reconfigurations modeling

Event open_ct is associated with
delay function Dirac(0).

The transition labeled by
open_ct shall be fired as soon as
its guard becomes true.

node Contactor

flow
In:FailType:in;
Check:bool:in;
Out:FailType:out;
state
Open:bool;
event
open ct;
init open:= false;
trans
(Open=false) and (Check=false)
|- open ct -> Open := true;
assert
Out = case {
Open : LOST,
else In };

extern

law <event open ct> = Dirac(0);

edon
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Stochastic transitions

domain FailType = {OK, LOST, ERR};

Example: a source function

node Source
flow

o O:FailType:out;
‘ state
} St:FailType;
event

fail loss,
fail err;

init
fail_error __ ] St := OK;
— St==ERR trans
O =ERR J (St = OK) |- fail loss -> St := LOST;
(St = OK) |- fail err -> St := ERR;
(St:=OK ] assert
L}()=OK O = St;
extern
St==LOST‘] law <event fail loss> = exp(l.0E-4);
O=LOST law <event fail err> = exp(l1.0E-5);
fail_loss J edon

Events fail _loss and fail_err are stochastic.
They are associated with exponential probability distributions.
Their firing dates are calculated randomly.
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Timed/stochastic models

- Run

<O'0,d0,Fo> t—1> <O'1,d1,F1> 7f;—2> t—n> <O'n,dn,rn>

where

o; are configurations,
d.are current firing dates,

[, are schedulers, functions that associate with each transition its firing date.
t. are transitions.

- In the initial state

0, is the initial configuration,
d,=0,

[, IS the initial scheduler. For each transition t it is calculated as follows:

— T'o(t) = delaye(t) for some = € [0, 1] if G(¢) = true.

~T'o(t) = +o0if G(v) = false.
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Timed/stochastic models

. |If the execution A is a valid execution then so is

i1 ,

If the following conditions hold:

- 1., IS enabled in o, and its firing date is such that I ,(t,.;) = (1),

-« 0,.1 = A(P(0,)) Is the next configuration,
° dn+1: I_n(tn+1)’

— T',41 is obtained from ', by applying the following rules to all transitions ¢t : G = P
of T'.

— If G(op41) = true, then:

— If G(o,) = true and t # t, .1, i.e. if the transition was already scheduled,
then I',, ;1 (f) = I',,(t). i.e. the previous firing date is kept.

— Otherwise, I'y41(f) = dpy1 + delay.(z) for some z € [0, 1], i.e. a new firing
date 1s chosen.

~ If G(opns1) = false, then 'y 41 (t) = +o0.

ONERA
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F1"‘l' .l

domain FailType = {OK, LOST, ERR};

node Source
flow
O:FailType:out;
state
St:FailType;
event
fail loss,
fail err;

init
St := OK;
trans
(St = OK) |- fail loss -> St := LOST;
(St = OK) |- fail err -> St := ERR;
assert
O = St;
extern
law <event fail loss> = exp(l.0E-4);
law <event fail err> = exp(l.0E-5);

edon

node Comparator
flow
Inl:FailType:in;
In2:FailType:in;
Out:bool:out;
assert
Out = case {
(Inl = In2)
else false
i
edon

true,
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domain FailType =

node Source

flow
O:FailType:ou

state
St:FailType;

event
fail loss,
fail err;

init

St := OK;
trans

(St = OK) |-

(St = OK) |-
assert

O = St;
extern

law <event fail loss> = ex
law <event fail err> = exp

edon

{OK, LOST, ER517

node Comparator
flow
Inl:FailType:in;
In2:FailType:in;
Out:bool:out;

assert
Out = case {
(Inl = In2) true,
else false
b
edon
p(l1.0E-4);
(1.0E-5);

node Contactor
flow
In:FailType:in;
Check:bool:in;
Out:FailType:out;
state
Open:bool;
event
open ct;
init Open:= false;
trans
(Open=false) and (Check=false)
|- open _ct -> Open := true;
assert
Out = case {
Open : lost,
else In };
extern
law <event open ct> =Dirac(0);
edon

AL R I L Y

A



F1

F2

® )

cmp
[ ]
.

node main
sub
Ct:Contactor;
Cmp:Comparator;
Fl:Source;
F2:Source;
assert
Ct.In = F1.0,
Ct.Check = Cmp.Out,
Cmp.Inl F1.0,
Cmp.In2 F2.0;
edon

Observed variables:

Ct.Out = ERR => FC_B1 (CAT)
Ct.Out = LOST => FC_B2 (Minor)

‘Recall: The safety requirements of interest for this pattern are:
-FC_B1: an erroneous output is CAT.
-FC_B2: the output loss is minor.

ONERA
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Case study: reachability graph

F1.St F2.5t Ct.open
N~ /

D “

cmp —-+—/ —+ flfRR, L&ST, open Z]

2| @ = n \ Lo‘iT ]
F2.fail_err Ct.Out

Initial F2.fail_loss

configuration \
fOK, LOST, closed] i
L OK s S \\
Ct.open_‘ct\ \‘Ct.open_ct
F1.fail_err Ct.open_ct v v
T “x [OK.LOST, open)  ((OK, ERR, open | F1 fail loss
[ERR, OK, open) | LosT LOST
LOST F1.fail_err 2 fail orF F1.fail_ek
F1.fail_loss ‘C_t_.?P_e_n___cht F2.fail_losX\ ((ERR, LOST, open) [ ERR, ERR, open |
"X | Lost J \__LOST )

[OST, OK, closed] [ LOST, OK, open)

| tost ] [ Lost FTrai
F2.fail_loss NEOST, LOST, open [ LOST, ERR, open

Lost | LosT )

F2.fail_err




Case study: execution

Ct F1.fail_err 4380

Cmp A’JIF + F1.fail_loss 6340
FZD_EE — + 3 F2.fail_err 5150

F1

F2.fail_loss 5300
A Ct.open_ct + 0
Scheduler

! time, hours

Observed system state:
Ct.Out

pokl e oo
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Case study: execution

F1.fail_err + 0
F1.fail_loss + o0
F2.fail_err 5150
F2.fail_loss 5300
A Ct.open_ct 4380+0
state
F1.fail_err = Scheduler
- >
4380 time, hours
/ Observed state:

Firing date Ct.Out

pokl e os
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Case study: execution

Ct F1.fail_err +o0

Cmp 4*11-/ F1.fail_loss +00
= +—7 F2.fail_err 5150
F2.fail_loss 5300

A 7 Ctopen_ct Ct.open_ct +o0

state :
F1.fail_err —— Scheduler
[ - >
4380 time, hours
/ Observed state:
Firing date Ct.Out

pokl e oo
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Case study: execution

F1

F2

state

/

Firing date

Mokl WERRN LosT

‘ ) Ct F1.fail_err +00

Cmp 4’|-J|]—/ —+ F1.fail_loss +00

DT:E = +—7‘H F2.fail_err oo

F2.fail_loss +00

1 7 Ct_open_ct Ct.open_ct o0

F1.fail_err L - F2.fail_err Scheduler
I ~ >
4380 5150 time, hours

Observed state:
Ct.Out

ONERA



Guarded Transition Systems

- Guarded Transition Systems are a state/transition formalism
dedicated to Safety Analyses

- GTS have many interesting modeling features:
States/transitions

Remote interactions thanks to flow variables and assertions

Implicit representation, compositionality, ability to describe hierarchies
Versatile synchronization mechanism

- They encompass

Boolean formulae thanks to assertion part
Labeled transition system (e.g. Petri Nets) thanks to the transition part

ONERA




Lecture outline

- Model Based Safety Assessment
Rationals

- AltaRica Basics
AltaRica DataFlow Language
Assessment tools

. Exercises
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Complexity of Calculations

- Calculations of risk and safety related indicators are
extremely resource consuming.

— Models result always from a tradeoff between the
accuracy of the description and the ability to perform
calculations.

ONERA




Stepwise simulation

~ AltaRicamodels: - Validate the model
Hierarchical representation . Play scenarios
Compilation to Fault Trees  (Not always possible)

 Minimal cut sets

|:> « Probabilities

N Stochastic simulation
Implicite representation of * Simulate histories
the reachability graph « Calculate statistics

Sequence generation
« Explore paths in the reachability graph
« Generate failure scenarios

ONERA




O NN
SN
AN

-
N,

Tools for analyzing AltaRica Data-Flow m

- Industrial tools
Cecilia OCAS from Dassault Aviation
« Used for the first time for certification of flight control system of Falcon 7X

in 2004
» Tested by contributors of ARP 4761 (cf MBSA appendix)
Simfia (EADS Apsys)

Safety Designer (Dassault Systemes)

- Research workbenchs compatible with AltaRica data flow
AltaRica free suite from Labri
Open AltaRica 3.0 from IRT SystemX

ONERA



http://altarica.labri.fr/wp/
https://www.openaltarica.fr/

Stepwise simulation: principle

To validate/debug the model
To play scenarios
Principle

Starts from the initial state: o, = A(1)
Calculates the next configuration
Oy+1 — A(P(Gk))

- Commands

¥ AltaRicaWizard Si
. ., .
Fire transition e
I I I Selection & X | TreeView | Stepper Output Sequence & x

i S1.evFailure [8]
I [¥] Show varizbles Element Value evUpdate [13]
Get enabled transitions B o e
Blsh 4 B recUpPower T2.evShortCircuitProduced [16]
ter
wwwwwwwww Bl vfshortCircuit false evOpen [19]
. Show transitions . Woliagel fal
Get state/flow variables values B o
B 11
B rechom

Back/Forward/Restart/History e
Textual or graphical JLE=——

. Plays the same role as a debugger B W
. |5l vsWorking false
for programming languages w T j

[T evSourceConflict [17]
[T evUpdate [18]
T evOpen [19] -

4 Restart | [« Backtrack] [ > aply | [ Ext




Compilation to Fault Trees: principle

AltaRica Fault Tree Fault Tree Minimal cut sets
model E> E> %E> Ca;ﬁgliitéon Probabilities

ey
0 c
e

.- Several Fault Trees can be generated from the same AltaRica
model

- Observers and their values are transformed to top events of the
Fault Tree

- Events of nodes are transformed to basic events of the
generated Fault Tree




Compilation to Fault Trees: principle

To compute a fault-tree for FC from an AltaRica Model:

1. Generate the model reachability graph

2. Select the states where the FC holds

3. Compute event paths that lead from the initial state to the selected
states

f2

FC=F S3orF 34

> F_S3=(fl and f3) or (f2 and f5)

F S4=f2and f4
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Limitations of the compilation

1. Order of occurrence

FC=F S4
> F S4=banda=aandb

2. Events having the same name

b a

> FC=F_S3
F S3=banda andb=aandb

ONERA
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A 3 steps algorithm: Flattened Model

@TankWithValves/l Flattened \ I ndependent assertlon
Hierarchical Model s T o

. T.outFlow := not T.isEmpty;
V1.state==WORKING and V1.closed and if not V.closed then V.leftFlow :=:
V2.state==WORKING and V2.closed V.rightFlow;

->{V1.closed := FALSE, V2.closed := FALSE; } V.leftFlow :=: T.outFlow;

closeValves: outFlow :=: T.rightFlow;
I:I I:I V1.state==WORKING and not V1.closed and end
V2.state==WORKING and not V2.closed
->{ V1l.closed :=TRUE, V2.closed :=TRUE; }

CCF:
I:I I:I V1.state==WORKING or V2.state==WORKING

>

if V1.state==WORKING then V1.state := STUCK;

I:I I:I FI att en | n g }ifVZ.state==WORKINGthen V2.state := STUCK; P al’t |t| O n | n g ;( >‘£:Jgﬂw _— (,( >.;Jﬂm\.( —

V1 failure: V1.state=—WORKING >V 1.state := STUCK; | e— )  — | e— ) —
V2 failure: V2.state==WORKING > V2 state := STUCK:
T.getsEmpty:

ass::":i::sEmpty and outFlow-> T.isEmpty := TRUE; I n d e pe n de nt auto m ata

" /

asser tion
T.outFlow := not T.isEmpty;
if not V.closed then V.leftFlow :=:

V.rightFlow; e E
V.leftFlow :=: T.outFlow; e
outFlow :=: T.rightFlow; E 72 @

end -

Calculation Separate Compilation __ _ L
of augmented of Assertionand = =’ = = =’ =

Reachability Graphs Reachability Graphs === g ~efeeg Lo
into Fault Trees o o

Property: if the GTS model is combinatorial, the compilation is efficient and does not loose
information

ONERA




Sequence generation: principle

AltaRica Sequence

Sequences

- Generate sequences of events that lead from the initial state to the

state where FCs are hold

- Define targets
Observers and their values

- Define stopping criteria:
Max number of events in the sequence

ONERA




Sequence generation: principle

To compute sequences of maximal size
S for FC from an AltaRica Model:

- Set N=1
- While N is smaller than S
1. Generate a sequence of N events
2. Compute the state reached by the Order 1
Sequence EEEEEEEER EEEEEEEEEEER
3. Check whether the reached state f3
satisfies FC Order 2
4. Increase N

fo
Order 3

Search options:

-ab =b a=>Event combination: explore a;b
-a b # b a=>Event permutation: explore a;b & b;a
-aa#a =>Eventrepetition: explore a;a

ONERA




Stochastic simulation: principle

Y]
P{X<x)

AltaRica Stochastic
model I:> |:> Performance indicators } :

0 1 * T

P(X<x)

The Monte-Carlo simulation consists in drawing at pseudo-random N
possible evolutions, called runs, of the AltaRica model and to make
statistics on these N runs.

1. Each run starts at time 0 and ends at time T. T is called the mission
time.

2. Statistics are made not only at date T, but also at observation dates 0 <
dl1<..<dk<T.

3. Making statistics means calculating moments (mean, standard
deviation, confidence ranges).

ONERA




Static and dynamic models

. Static model: the order of the Stepwise simulation
events in the sequence has no
Influence on the current
configuration

Compilation to Fault Trees

- Dynamic model: the last property %ﬁ E,”rig“brg"g‘!,ﬁi‘gssets

IS not verified => use sequence
generation rather than fault tree
generation

Stochastic simulation

Sequence generation

ONERA




Conclusion

- Models result always from a tradeoff between the accuracy of the
description and the ability to perform calculations.

. Static models
Efficient assessment algorithms
Stepwise simulation
Compilation to Fault Trees

- Dynamic models
Seqguence generation
Stochastic simulation
Stepwise simulation

ONERA




Lecture outline

- Model Based Safety Assessment
Rationals

- AltaRica Basics
AltaRica DataFlow Language
Assessment tools

- Exercises

ONERA




Starting point: the leading example

F1

F2

oe

ONERA




Exercise 1

- Add an activation to a source function
If the function is not activated its output is lost
Modify the following model to take into account the activation

domain FailType = {OK, LOST, ERR};

node Source

flow Activation error falil
O:FailType:out;

state \
St:FailType;

event @)

fail loss,
fail err;
init
St
trans
(St
(St

OK;

OK) |- fail loss -> St := LOST;
OK) |- fail err -> St := ERR;

extern
law <event fail loss> = exp(l.0E-4);
law <event fail err> = exp(1l.0E-5);

edon

ONERA



Exercise 1: correction

domain FailType = {OK, LOST, ERR};

node Source
flow
O:FailTvype:out:;

A: bool: in;

stace
St:FailType;

event

fail loss,

fail err;

init
St := OK;
trans
(St = OK) |- fail loss -> St := LOST;
(St = OK) |- fail err -> St := ERR;
assert -
O = (1if A then St else LOST);
extern

law <event fail loss> = 1.0E-4);

_ = exp |
law <event fail err> = exp(l1.0E-5);
edon

Activation error

A
O

fail

\

O

ONERA



Exercise 2:

- Write the AltaRica code of the functional block which
checks the data integrity
Input: Data

Output: Boolean
« true if the input data is OK, false otherwise

| O
Failures ﬁﬂl] ? OK P

« Stuck

» Always sends true
» Always sends false

ONERA




Exercise 2: correction

domain FailType = {OK, LOST, ERR};
domain CheckState = {OK, STUCK TRUE, STUCK FALSE};

node CheckOKFunction
flow
T:FailType:in;
O: bool: out;

I O
state 9[:] o) + N
St :CheckState; ? OK

event
stuck on true,
stuck on false;

trans
St=0OK |- stuck on true -> St:= STUCK TRUE;
St=0K |- stuck on false -> St := STUCK FALSE;
assert -
O = case {St=0K : (I=0OK),
St=STUCK TRUE : true,
else false };
edon

ONERA




Exercise 3:

- Build the reachabillity graph of the following model

Checkl

9LJ|] ? OK

| @
Observer

ONERA




Exercise 3: correction

- The assertion is not DataFlow.
- The model is not correct.

AL EE AKX RN IEL T L Y I BN BN

Erreur - StepperException I

=5
w7 Tutorial /M7 Exercise3:1

e

Modéle : rl'utorialﬂ\l?fExerciseS;l (@ Unresclving loop because 4 variables have no value:
M Checkl.O
 BBAE che
Observer.icone
Checkl.icone

Checkl

ONERA




Exercise 3 correction: flat model

domain FailType = {OK, LOST, ERR};
domain CheckState = {OK, STUCK TRUE, STUCK FALSE};

node Main
flow
F1.A: bool: in; Fl1.0:FailType:out;
Check.I:FailType:1in; Check.O: bool: out;

state
F1.St:FailType; Check.St:CheckState;
event
trans
assert
Fl.A=Check.O;
F1.0 = (1f F1.A then F1.St else LOST);
Check.I = F1.0
Check.0O = case {Check.St=0K : (Check.I=0K),
Check.St=STUCK_TRUE : true,
else false };
edon

ONERA



Exercise 3 correction: assertion solving =8

1) Fl1.A=Check.O;

2) F1.0 = (if F1.A then F1.St else LOST);

3) Check.I=F1.0

4) Check.0O = case {Check.St=0K : (Check.I=0OK),

Check.St=STUCK_TRUE : true,
else false };
=> (Circular definition

ONERA




Exercise 4:

- Write the AltaRica code of the block « Pre » in order to
delay the propagation of data

g

ONERA




Exercise 4: correction

domain FailType = {OK, LOST, ERR}; | o
node PRE I:II:| PRE + ;
flow
O:FailType:out;
T:FailType: 1in; o
state emTTTTT - .
St:FailType; ,1=0K I=0K
event /" & update &update Y,
update; / N
init 'll ,ll\\ “
. St := OK; ! |I=LOST .-~ *-_ I=ERR \
rans ! e "B '
! & update & opdate .
(St !'= I) |- update -> St := I; ' /u’g pd\\ |
assert L [OST)_gupdete [ ERR )
extern ‘\ LOST ,”
law <event update > = Dirac(0); N’ T 1ZLQST. - ---- S
edon & update

ONERA




Exercise 5:

- Build the reachabillity graph of the following model:

9LJ|] ? OK

Pre
-1 | @ 0 PR M-

Observer

Check1

ONERA
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Exercise 5: correction ~ Checkl.st

 FLSt = Pre.St
conriguration s
(ERR, OK, ER’ZR_]
fail_loss LosT < J

F1.fail

al_err Checkl.stuck_true Checkl.}u%k_falseFl.O
[ok, sTucko, OK}-.
e Jup)date . __tosT _ J !

LOST, OK, LOST] - [ ERR, OK, ERR ) ( OK, STUCKO, |_os<r]

“\ F1.fail_loss
LosT | LOST FLfall_err - | LosT J
ERR, OK, LOST_} LOST, STUCK1, OK] |

Checkl.gtuck_true LOST J L LOST J ,.

v [LOST, STUCK1, LOST|

[LOST, STUCK1, LOST) LOST ]
| LosT )

[ LosT oK, oK )

\
\

Checkl.&tuck_true

.

Checkl.stuck_false

LOST, STUCKO, LOST)
L LosT J

# loss

heckl.stuck false

ERR, STUCKO, LOST)
LOST

fail_err

J




Cecilia OCAS workbench

Stepwise simulation
Sequence generation
Fault Tree generation and assessment
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F1"‘l' .l

domain FailType = {OK, LOST, ERR};

node Source
flow
O:FailType:out;
state
St:FailType;
event
fail loss,
fail err;
init
St
trans
(St
(St
assert
O = St;
extern
law <event fail loss> = exp(l.0E-4);
law <event fail err> = exp(l.0E-5);
edon

OK;

OK) |- fail err -> St := ERR;

OK) |- fail loss -> St := LOST;

edon
)
A RN

node Comparator

flow
Inl:FailType:in;
In2:FailType:in;
Out:bool:out;

state
Working:bool;

event
fail loss;

init Working := true;

trans
Working |-fail loss ->

Working := false;

assert
Out = case {
Working and (Inl = In2): false,
else true

b




Another version of the AltaRica model 0

o
- d.

study : contactor without state

F11"I' .I

cmp
F +_“r
node Contactor
flow
domain -~ I In:FailType:in;
node Comparator ,
Check:bool:in;
node 5S¢ flow .
. . Out:FaillType:out;
flow Inl:FailType:in; .
O:1 In2:FailType:in; asser
statq Out = case {
St | Out:bool:out;
] Check : 1In,
event state
faj Working:bool; else lost };
. fal  event edon
init .
St fail loss;
trand init Working := true;
(St trans
(51 Working |-fail loss ->
asser .
o - Working := false;
extel assert
la Oout = case {
la Working and (Inl = In2): false,
edon

else true

}s

ONERA
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F1

F2

® )

cmp
O =3
.

Observed variables:
Ct.Out = ERR => FC_B1 (CAT)
Ct.Out = LOST => FC_B2 (Minor)

node main
sub
Ct:Contactor;
Cmp:Comparator;
Fl:Source;
F2:Source;
assert
Ct.In = F1.0,
Ct.Alarm = Cmp.Out,
Cmp.Inl F1.0,
Cmp.In2 F2.0;
edon

Recall: The safety requirements of interest for this pattern are:
-FC_B1: an erroneous output is CAT.
-FC_B2: the output loss is minor.

ONERA
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Implementation of this model in Cecilia © C/
workbench

£ Cecilia WorkShop

Fichier Biblicthéque Edition MBSA Vues Options Aide AdD

EsEaEHE L mRA0 Q &% AL BE AXTRIIE LW 1 B Y=l N[ [

4 o . .
[X] Opérateurs | Graphiques I ETP | |+ Tutorial/MN7/Basicl — =
Sal Equipements =l Types Modéle : [Tutorial N7 /Basic; 1 Equipement : |

&g, Projets (2] Composants
= Tutorial L E
----- [Ej ActuatorControl
----- [Ej AirspeedAcquisition
----- [Ej FHADrone

----- [Ej LoopDynamic
----- [Ej LoopStatic
e-Eng

E . Models
B :.H] Basic

Ohzerver

l ﬂl Fault Trees
----- [Ej PrimaryBackup
a coursDrone

------ [Ej droneCorrection

Drag||& drop

AltaRica models and
libraries of reusable
Components Calgues Affichage |Labelsnoeuds » | |

|||,53e, TutorialN7/Basic; 1 |
”E;; ; E;;i (admins) i .

» Graphical and textual edition of models
» Creation of libraries of reusable components

» Safety analyses




Graphical stepwise simulation

Interactive simulation = user driven exploration of the Kripke structure

— play simple combination of failures (in the style of FMEA)

overhead hyd panel

PV g or_gate_g2 §f

Green_reservoir

@ = 3
input_301FF

input 701PP

[+
T

E_DPEiOLiLy

L&R elevator B_not_priority

Elue_reservoir

Vi

at_RZ

input 1XP

inpuc G0LFF

¥r8

¥_not p

“uddes

or_gate_vl
Yellow_reservoir a R = -
TPL Yr2 Y TP3 El'f

| |
lefr_elevator right_elevator

o - -
’A\ SN < s

and_ghte_¥




Define graphical simulation

- Two types of graphical animation of models

Icons (to represent the state of nodes)
Colored connections (to represent the value of flow variables)

- Define icons and how they change during the simulation

-

= trans
 Block/OLEuncO =St S=ok |- fail_loss -» §:= lost;
Générall [} EfSl::':-:'. |Etais|EvéﬂEmeﬂIs| ] Tenes |£3’. nchronisations | CodeaHznm| S=ock | £ 'l_e:z —» S:= err;
... Icdnes [Autre ‘.E] &
o a1 |l || |====r t
o= 5;
=S
Bg cone = = [S=ok 1
S=lost
IV elzs 3}
\ i
2. Define how the icons change

1. Define icons

ONERA




Define graphical simulation

- Two types of graphical animation of models
Icons (to represent the state of nodes)

Colored connections (to represent the value of flow variables)

- Define colors for values of flows variables

w4 Tutarial/N7/ContactorFailedStaticl E

% Quiality Functi igchantillons | RUB | cm\q(|
i e —— T T =T =R
iy lost —— ||| ] 5 ] J I (]

2. Select a color Ny S e

' — | @m=— SRS R EERRE R
for each value @ime e

« [l »

1. Select a type \
jpr'déﬁi | Quality/Function/OLE; 1 E

Fermer

ONERA




Graphical stepwise simulation

Fichier Biblicthéque Edition MBSA Wues Options Aide AdD
EealE L RR#Ho Q& 0% | A N

—~ Start the simulation

4 ) . .
Opérateurs I Graphiques | BTP | | w% Tutorial/MN7/Basicl
] ipe Modéle : I‘I’utorialﬂ'd?!Basic;l Equipement : |

& Projets
= Tutorial
----- 1) ActuatorControl

----- 'Ej AirspeedAcquisition

----- 'Ej FHADrone
----- 'Ej LoopDynamic
----- 'Ej LoopStatic
[_]IEj N7 Obserwver
- Models m |
: E|2[| Basic
E-E31

% Local

@ Fault Trees

----- 'Ej PrimaryBackup
=y coursDraone

Affichage :Labelsnoeuds v: |

Illﬁsﬁ Tutorial ;N7 /Basic; 1 |

admin (admins)

T T T T T T T T
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Fichier Biblicthéque Edition MBSA Vues Options Aide AdD

. e S S S——

wad& 2R

# 8 & |00%

Zum F-W) L ERIY DeF A REE S A SR B

>
1 &% Tutorial/N7/ContactorFailedStatic:l & Visualisation du simulateur [ro (= (3
Tempsl Temps courant: 0.0 Nb ﬁragel Cyde courant: 0 Modéle : I'I'uhorialﬂ\l?fCochhorFailedSiaﬁc;1 | Arborescence I Echéandier |§Hishorique | Y Liste des transitions
63&' Pro.Jets |_n2 3lals ‘ ’ Mom Description
{23 Tutorial Idx  Nom » | w|Cmp.fail_loss |Cmp.working |- C..
4 ActuatorControl e | wo|FLfail_err F15 = ok) |- F1f..
4 AirspeedAcquisition o | w|FLfail_loss F1.5 = ok) |- FLf...
7 FHADrone o | wo|F2fail_err F2.5 = ok) |- F2f..| ||!
5 LoopDynamic ® | w|F2fail_loss F2.5 = ok) |- F2f..
Models
::D Basic
-2l ContactorFailed
-2l ContactorFailedStatic Ohzerver
Fl Ct
A
P2 Cup Configuration initiale : default
::ﬂ Exercised Fo) = ax
Y] Exercise6 Liste des flux : Liste des tats
B Fault Trees
P Test MNom Valeur Mom Valeur
H , 10 Cmp.Inl ok Cmp.working true
_____ 'Ej PrimaryBackup Cmp.In2 ok F1.5 ok
= coursDrone Cmp.Out false F2.5 ok
1|Cmp.icone 1
Ct.Alarm false
Ct.In ok
Ct.Out ok
Ct.icone 1
|F1o ok
A= |FLicone 1
MESA | AdD I Presse papier |Fz0 ok
ntactorf: ||F2.ioone 1
||Observer.1n ok
[m IlObserver.icone 1
1| ~
7 rm b @ Tutorial/M7/Contactor... F& Visualisation du simula... H
ONERA




To open simulation view Execution history Enabled transitions

. : N —

ichier Bibliothéque Edition MBSA Vues Options Aide AdD \ /
CadS $RBMA- Q][ L R [Y TR &I%%%ﬁﬁlm@mmc Q]
il = =
rs I Graphigues I BTP : & Tutorial/N7/ContactorFailedStatic;1 i Visualisation du simulateur — |2 @.
= Types Tempsl Temps courant: 0.0 Nb ﬁragel Cyde courant: 0 Modéle : I'I'uhorialﬂ\l?fCochhorFailedSiaﬁc;1 Arborescence I Echéancier |§Hishorique | Liste des transitions
Projets
63& _J |_n2 3lals ‘ ’ == [ z== Mom Description
{3 Tutorial Idx  MNom o | w|/Cmp.fail_loss |Cmp.working |- C...
""" %) ActuatorControl o | w[FLfailerr F1.5 = ok) |- FLf...
""" ) AirspeedAcquisition o | w|fifailloss  |(FLS = ok) |- F1fu.
""" 1 FrADrone * | w|F2fail_err F25 = ok) |- F2f..
""" 41 LoapDynamic o | w|F2.fail_loss F2.5 = oK) |- F2f...
----- 'Ej LoopStatic
[_][Ej N7
- Models
Basic
; -1 ContactorFailed
24 ContactorFailedStatic
=31 F1
Cup
Fa
o = 4 —
Liste des flux : Liste des tats
MNom Valeur Mom Valeur
Cmp.Inl ok ICmp.working true
Cmp.In2 ok F1.5 ok
(=] coursDrane Cmp.Out false F2.5 ok
1|Cmp.icone 1
Ct.Alarm false
Ct.In ok
Ct.Out ok
Ct.icone 1
|FLo ok
= - |FLicone 1
MESA | AdD I Presse papier [F20 ok
7/ContactorFailedStatic; 1 ||F2.ioone
||Observer.1n ok
[ml IlObserver.lcone 1
P T v @ Tutorial/M7/Contactor... F& Visualisation du simula. .. s H

Flow variables values .
State variables value

ONERA




Graphical stepwise simulation N

Fired transition Next enabled transitions
e
el P ——— o | B )
ichier Bibliothéque Edition MBSA Vues Options Aide AdD I
EHEHS ) BEMA Q Q[ 2um F W) RERIgH R &%@Hﬁ@eamm / Q]
| Opeérateurs | Graphiques | BTP :r‘gw‘ Tutorial/N7/ContactorFailedStatic;l F&\ﬁsuaﬁsaﬁh{l du simulateur / =[5 [
quipements = Types Temps| Tempscourant:0.0 Nbtirage| Cydecourant:0 Modéle : [Tutorial N7/ContactorFaiedsStatic; 1 | Arborescence i\ﬁ.chéancier| Historigue | : Liste des transitions !
Projets (-] Composants \ [1] > A
—| = Description
|/=3 Tuterial M 1 N
----- £ ActuatorCantrol 1 - - ; ) il_ (F1.5 = ok)
""" 47 AirspeedAcquisition U_ire: crp s — (B Flfail_loss  |(F15 = ok) |- FLi..
..... % FHADrone ® | oo|F2fail_err (F25 = ok) |- F2f... b
----- LoopDynamic ~ig F2.fail_loss (F2.5 = ok) | - F2,i
----- 47 LoopStatic —
H%j N7
=) ‘ Models
:':u Basic
2 ContactorFailed
2] ContactorFalledStatic Obzerver
831 FL ct
U] Exerdse3 Fz Cup Configuration initiale : default
o = ' -
Liste des flux | Liste des états
Mom Valeur Mom Valeur
. . Cmp.Inl ok Cmp.working false
..... Fri ok Cmp.In2 ok F1.5 ok
= Eirsgr::r::ﬁa ? ||Cmp. Out false F2.5 ok
||Cmp.icone 2
Ct.Alarm false
Ct.In ok
Ct.Out ok
J|Ct.icone 1
IF1o ok
A= |F1.icone 1
MESA | AdD | Presse papier |Fz0 ok
- F2.icone 1
server,In ok
[m] Observer.icol , T
2 I T Tw, ki, P ki, ot P =
< m | » [@ TutorialN7/Contactor. .. ]l% Visualisation du simula. .. / H
117:32 @ ladmin (agmins) // lo4/10/18 ||
Observation
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Graphical stepwise simulation

Fired transition

-
Fichier Bibliothéque Edition MBSA Vues Options Aide AdD
EaHE )RR S )l vl F W)L ERIGHE Dad \% | #, &0 [ Bocc
d . .
] 85 Tutorial/N7/ContactorFailedStatic:l % Visbglisation du simulateur I ===
Tempsl Temps courant : 0.0 Nb tiragel Cyde courant: 0 Modéle : I'I'utorialﬂ\l?{ContachorFailedSiaﬁc;1 | Nboreg&(me I Echéancier| Historigue | : Liste des transitions l
- rﬂz 3lals [1] ’ | | | Mom n Description
{3 Tutorial Idx  Nom ® Cmp. fail_loss Cmp.working |- Cmp...
----- ] ActuatorControl .
----- 543 AirspeedAcquisition L : o i i
2[Tr : F1.fail_err = .
----- 1 FriaDrone [« = —C | w|F2fail_err F2.5 = ok) |- F2f.- Ndl
..... %j LoopDynamic » | o|F2.fail_loss F2.5 = ok) |- F2f_ 2
----- 'Ej LoopStatic
=-8 N7
- Models
::ﬂ Basic
-2l ContactorFailed
2] ContactorFailedStatic Ohzerver
E31
3L ocal
-2lf] Exerdise3 Configuration initiale : default
::ﬂ Exercise5 ax
P :'-ﬂ Exerdses Liste des flux : Liste des états
=@ Fault Trees
i MNom Valeur MNom Valeur
, 10 Cmp.Inl err Cmp.working false
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Graphical stepwise simulation

. Back Save as initial configuration
Restart (back to the initial state) \ \ Forward Stop the simulation

Open simulation view

Start the simulation —}% -V g @f
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Projets

[1] ’ ...... Mom Description
=y Tutorial M | I I I

dx  Mom x Cmp. fail_loss Cmp.working |- Cmp...
----- 4 ActuatorContral 1[Tr : Cmp. fail_ 2
..... B8 AirspeedAcquisition ZIT: FTE" |e_"oss x F1.fail_loss F1.5 = ok} |-FLfail...
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Configuration initiale : default
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Cmp.Inl err Cmp.working false
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Cmp.icone 2
Ct.Alarm false
Ct.In err
Ct.Out err
Ct.icone 3
F1.0 err
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[ContactorFailedStatic; 1 F2.icone 1
Observer.In err
[m] Observer.icone 2
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Sequence generation

Menu MBSA > Sequence generation

Fichier Bibliothéque Edition [MBSA| Vues Options Aide AdD
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@ Simulation 4 —
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Gestionnaire de Plug-ins )
Gestionnaire des Taches
¥ Vérification de propriété ... Alt+C
y Vérification syntaxique ... Alt+S
&; Statistique ...
Traduction du modéle ... Obszerver
#£2  FaultTree generation (ABC -[Flatness stepper) ... Alt+T
*£3 FaultTree generation (ABC {JFStepper] ...
#£%  FaultTree generation (ABC { Java stepper] ...
»& FaultTree generation (AB! utematic treatment) ... Alt+B
v
Sequence generation (Flatness stepper) ... Alt+G
= ST e Se e e e e PR e e in sarameter.
-2 Tlost #i  Sequence generation (Java stepper] ...
-[2) Olost = .
- [ Ock #[#  Help to FMEA generation (Flatness stepper) ... Alt+F
- () contactor #E  Help to FMEA generation (JFStepper) ...
- () contactor _fail -
[ delay #l&  Help to FMEA generation (Java stepper) ...
: -t equal ﬂgE Différences lors de la génération d'AMDEC ...
E|[:l equal_fail
[ Other '
0 max2
£ min2
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Projet Sys... Arbre Etat
[,58& TutorialN7/Basic;1 |
|| 15:35 (@ admin (admins) |25/09/13
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Sequence generation

1. Define targets (Failure Conditions to observe)

-
4 Recherche de séquences

Cibles de calcul
BEEmE HE T &
Cible Fichier Crdre
Sauvegarde
(@) Fichier 'Remplacer =
Base de données |Remplacer
Geénéral | Evénements filtrés
TR Evénements redoutés absorbant
(7 Combinaison i .
@ Permutation Type de résultats | Comme des séquences minimales - |
() Répétition Format d'affichage | Au format MCS - |
Post-Processeur :Aucun -
Ok ][ Annuler

Several targets can be defined at
the same time

1.2 Select the output file path

4 Recherche de séquences

=5)

Cibles de calcul
1.1 Select the Be L O
H ' \~ Cible Fid'1ig/ Ordre
T~~~
failure condition = a o |
/ | —
"B Sélection d'une cible d... EES
-
--ngmp Sauvegarde
[:] ct (@) Fichier :R.ernplaoer -
|::| F1 Base de données | Remplacer
B F2
El:] EJbSEI’\-'EI’ Geénéral | Evénements filtrés
B In= ok =
| = - TR Evénements redoutés absorbant
- (7 Combinaison i .
@ Permutation Type de résultats | Comme des séquences minimales - |
@ L ) Répétition Format d'affichage | Au format MCS =
+-pr icone= ~ - .
l I Post-Processeur :Aucun -
Ok ][ Annuler
1 Ok ][ Annuler
R —
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Sequence generation

-
‘&5 Recherche de séquences u

Cibles de calcul

EEEE = B

Cible Fichier Ordre
Observer.In = err C:YTatiana‘\Enseignementii7iTest2.5eq

3. Select the type Sauvegarde
of exploration @ Fichier Remplacer =)

Base de données | Remplacer

1
Genéral | Evénement filtrés|

L=l 20 Evénements redoutés absorbant
(@ Combinaison ] ]
a b _ b a: combination @ Permutation Type de résultats :Comme des ségquences minimales v:
ab #ba : permutation @ Reépétiton | | Format dafiidiage | dufmabMES x|
aa#a :repetition Post-Processeur | Aucun -
__[,> Ok ][ Annuler
—

4. Launch the simulation
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Sequence generation: results

Cecilia WorkShop

Fichier Bibliotheque Edition MBSA Vues Options Aide AdD
FEEE (B Q.= AL EE AEN L T4 Y [ |

[X] Opérateurs | Graphiques I BTP | o 4% Tutorial/N7/Basic:l

Equipements Types o - : )
Modele : [Tutorial /N7 Basic; 1 Equipement : I
2 Projets | ) Composants I ’

3 ok ., FRAE

(C) DroneBerger
=y Observers

245 oLE

=+ () Observer_OLE

= Operator

%j Analysis
%j Bool

%j Computation
= oLE

02 Terr — — -
) Tlost Eichier Editicn Recherche Affichage Encodage Langage
[+ (7] Clost

Observer

Paramétrage QOutils Macro  Exécution Compléments Documents  ?
X

cHHB S| 4 Wk |l 2t s|”

& Comparator att tﬂl & fail_mode &t tﬂl Enew 2 tﬂl B new 3 tﬂl =B
N ] =

[ 2 orders (M55 ('Ch=server.In.exrr')) =
&) orders product-number
g 2 2
| 5 total 2
[ 6 end
T # )
| 8 products (M55 ('Cb=server.In.erxr')) =
|| < {'Cmg.fail loss', "Fl.fail err'}
Wl 10 {'Fl1.fail err', 'F2.fail err'}

:_'_ en‘:‘

Col:4 Sel:0|0  Unix (LF) UTF-8 NS A
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‘4 Cecilia WorkShop .

Vues Options Aide AdD

Fichier Bibliotheque Edition
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B Projets Gestionnaire de Plug-ins

=3 Tutorial

Gestionnaire des Taches

43 ActuatorControl ¥ Vérification de propriété .. Alt+C
'ﬁj AirspeedAcquisition PP .
) FHADrone E/ Vérification syntaxique ... Alt+5
'ﬁj LoopDynamic & Statistique ...
LoopStatic
EI% NF P Traduction du modéle ... Obaerver
E. Models #£2 FaultTree generation (ABC - Flatness stepper) ... Alt+T
E|:':[| Basic -
B3 1 = ki §) [«
3 Local .
H FaultTree generation (ABC - Java stepper) ...
&I Fault Trees < ( pper)

-4 PrimaryBackup
=3 coursDrone
B droneCarrection

FaultTree generation (ABC- Automatic treatment) ... Alt+B

Sequence generation (Flatness stepper) ... Alt+G

Sequence generation (JFStepper) ...

Sequence generation (Java stepper) ..

&
e

Help to FMEA generation (Flatness stepper) ... Alt+F

s
efec,

Help to FMEA generation (JF5tepper) ...

+
B,

Help to FMEA generation (Java stepper) ...

g
=X
e

Différences lors de la génération d'AMDEC ...

Other G

MBSA n: Presse papier
Calques Affichage | Labels noeuds «
1 L J

[;ie, TutoriaN7/Basic;l |

||10:16 @ Jadmin (admins) | 28/03/18
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1. Select the target (top events, failure

conditions to observe)
|

| &4 Génération d'arbre de défaillance {AEC)'

Cibles de caloul A

=8 mm ElE 7T

Cible Fichier

1.2 Select the output file path

1.1 Select the
failure condition )

S

f& Sélection d'une cible d.. ESE

Sauvegarde
(@) Fichier .Remplacer

(") Base de données  |Remplacer

Options de génération

Algorithme :Formules booléennes (ITE)

simplification :Pas de simplification

Post-Processeur | Aucun

Ok ][ Annuler

,533, main

- Cmp

- Ct

w-{2) F1

{2 F2

E-L21 Observer
B"@E’ In=ok

—) lost

I
@ icone= 1

Several targets can be defined at
the same time

Ok ][ Annuler ]

| A Génération d'arbre de défaillance {ABC)# S
Cibles de calcul
EZEE 2@ EETI
N
\{g Fichier /
0 22 e
| —1
|
Sauvegarde
i@ Fichier :Rfmplacer v:
() Base de données |Remplacer
Options de génération
Algorithme :Formules booléennes (ITE) v:
Simplification jPas de simplification -
Post-Processeur :Rucun - |
Ok ][ Annuler
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Fault Tree generation and assessment

& Génération d'arbre de déhillam u
Cibles de calcul
& BEDL
Cible Fichier

Ohserver.In = err C:YTatiana‘\EnseignementM7 Test.ara

Sauvegarde

2. Select the algorithm

i@ Fichier :Rf_-rnpla::er -

(") Base de données | Remplacer

Options de génération

Algorithme Formules boaléennes (ITE) -

Simplification .Propagaﬁon des constantes -
Post-Processeur .Au::un - -

3. Launch the tool ——|

“[% ok ][ Annuler
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Fault Tree generation: results

52 Cecilia WorkShap

Fichier Bibliotheque Edition MBSA Wues Options Aide AdD

EadE I RB#H

=, &) [100%

AT B AX R T L Y I |

Opérateurs. | Graphiques I BTP

Equipements Types
& Projets [ Composants
[C1 Block
(C) CroneBerger
=y Observers

2457 oLE

=) Observer_OLE
-
= Operator

(2] Dost
] Clost

W s Tutorial/N7/Basicl

Modéle : I'I'utorialﬂd?.fBasic;l

Egquipement : I

II2345

Obzerver

Fichier Edition Recherche Affichage Encodage Langage Paramétrage Outils Macro Exécution Compléments
Documents 7
cHHB LBl s aD|oeay s BR S 1ECEAD | EE
B ComMon at al H FailFunction alt al B Comparator alt al H fail_mode att al Ernew2 al Erew 3¢ £ = Test.am B |
1 f*
2 File generated by ghg
3 Version: l.6a
4 Date Wed Cct 03 16:20:59 2018
5 Model C:\Users\Tatiana‘\RAppData‘\Local\Temp\ABC5904640164668566735.alt
| & Hode main
7w/
| & CObserver.In.err := Ct.0ut.err;
(| 9 Ct.Cut.err := (Gmp.Cut.false & F1.5.err):
Nl 10 Cmp.Cut.false := (Cpp.working.false | (Cmp.working.true & DTN&) )
(| 11 GCop.working.false := Cmp.fail loss;
12  Cop.working.true := -Cpp.fail loss;
13 DIN6 := ((Fl.S.err & F2.S.err) | (F1.S5.lost & F2.S.lost) | (F1.5.gk & F2.5.gk)):
N| 14 Fl.5.err := (Fl.fail err & -Fl.fail laoss):
BIR] F2.5.err : (F2.fail err & -F2.fail loss);
16 Fl.5.lost (-Fl.fail err & Fl.fail loss);
| 17 F2.5.1lost (-F2.fail err & F2.fail loss);
Ml 18 Fl1.5.gk = (-Fl.fail err & -Fl.fail loss);
13 F2.5.gk = (-F2.fail err & -F2.fail loss);
20 law Fl.fail err constant 1e-005;
Ml 22 law Fl.fail loss constant 0.0001;
2z law F2.fail err constant 1e-005;
23 law F2.fail loss constant 0.0001;
24 attribute set DassaultSpecialCtrlPeriod Cpp.fail loss 9.877e+008;
25
length: 927 lines: 25 Ln:20 Col:33 Sel:0]0 Windows (CRLF)  UTF-8 INS




Fault Tree assessment

Fichier Bibliothéque Edibon MBSA Vues Options Aide AdD
\| saE& ‘MBA Q Q0w vl YU IR EFR AN RO LR[S & OB o Hm\
") cpbratmrs | Groghiaes | 517 | § TGRSR lc-lml
| ;‘lwi &) Types | | modsle : frutonali7/Basc;1 Equpement : | o
Proets | (%) Composants | -
\ N |-
' Tutoral Ina
4% ActuatorControl
%) ArspeedAcquisition
-2 FHADrone
4] LoopDynamc
%) LoopStatic Observer
2 Fl e
oA Créer ... » Om 7 d ok
Détruire 4 | Cap T -
Duvne lQl 5~
ol Nouvelle versson
ﬂ“’“’ Dupliquer modéée
Renommer
B Copier
BR  Copior vers be presse-papres
¥ Couper
‘ Coller
Figer modele
Ajouter a l'expont
Propnétés
Propriétés des arbres
- - Impont 1 Fichier XML (*xml) |
h Ao 2
EBxport 1 Fichier Aralia (*.dag,*.ara) [ Cogues | Afichage Labelsnoeuds. v
:U. oA R4 Fichier ARB (".arb) —
Ajouter ficheer assocd
& Fichiers Cafta v (".0dt) I'
‘VU".:“I';("V'(' chier asso0e
Ouvrir fichser associe {26/09/!8

/ d

Import the generated Fault Tree back to Cecilia OCAS
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Fault Tree assessment

& Cecilia WorkShop
Fichier Biblicthéque Edition MBSA Vues Options Aide AdD

SEEHS i RmE#Ho Q& JAvE FrW O H»RFRad REd ARBRR AR B J@
Opératewrs | Graphiques | BTR | | # Vue: TutoriahN7\Test(1.0) \ili_@
&) Ecuipements | =] Types -

a Projets | (2] Composants
] Tutarial

% ActuatorControl

l%j AirspeedAcquisition

'ﬁj FHADrone

-4 LoopDvnamic 4

4 m 4 Par heure de vol
Ce. it
a
Projet Sys... Arbre Etat
“ - Tutori... N7 (1... Test (...|Non c...
[ 1
Cop. het £alze FL.3.err £

A
*

Niveau

AUTO_GEH 0 @ ATO_GEN &

= 7

Imported Fault Tree, graphical view
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Fault Tree assessment

v T

Fichier Biblithéque Edition MBSA Vues Options Aide AdD |
| @@ :man- a@uen 7w IO HLFRdd ol ADDIN A OB 1=
o s7r | 2 Vue: Tutoral\ N7\ Test(1 ) [o e Ea

Par heure de val

F
[B Liste des événements
& Informations
[B  Apscu svant irnpression
B Calew nominal

R Caleul apris premiére panne

B Femer

[ g morkirg. trm /l\
@b - =g Calcul nominal : Tutorial/N7/Test(1.0) : Observern.err: E@E

\ | ‘Filtre ‘ Tri |par ordre |Limiher a rl'ouhes - |
| |[&“E] Proba. de la coupe Evénements
[ FTTET Aer—m— - Cmp. fail_loss
F1.fail_err
- F1.fail_err
F2.fail_err

Perform calculations:
- Minimal cutsets, — )

- Probabllltles Pas de caloyl de probabilite Coupes : 2

/

Results: minimal cutsets
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Conclusion

- Model based safety assessment
Has been widely tested with aeronautic systems: flight control, electrical,
hydraulic, bleed, ...

Remain extensible for further researches (e.g. easier handling of a-
causal systems)




