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ABSTRACT
A security policy of an information system is a set of security re-
quirements that correspond to permissions, prohibitions and obli-
gations to execute some actions when some contextual conditions
are satisfied. Traditional approaches consider that the information
system enforces its associated security policy if and only if actions
executed in this system are permitted by the policy (if the policy is
closed) or not prohibited (if the policy is open) and every obligatory
actions are actually executed in the system (no violation of obliga-
tions). In this paper, we investigate a more sophisticated approach
in which an information system specification is compliant with its
security policy even though some security requirements may be vi-
olated. Our proposal is to consider that this is acceptable when
the security policy specifies additional requirements that apply in
case of violation of other security requirements. In this case, we
formally define conditions to be satisfied by an information system
to comply with its security policy. We then present a proof-based
approach to check if these conditions are enforced.

Categories and Subject Descriptors
D.2.4 [Software Engineering]: Software/Program Verification—
Formal methods, Model checking; K.6.5 [Management of com-
puting and Information Systems]: Security and Protection—Unau-
thorized access

General Terms
Algorithms, Theory, Verification

Keywords
deontic logic, labeled kripke structure, security policy, temporal
logic, violation
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1. INTRODUCTION
Modelling access control policies has been extensively investi-

gated in the literature [12, 20, 1, 13, 14]. An access control policy
corresponds to a set of permission rules which specifies which ac-
tions subjects are authorized to perform in the information system
controlled by this policy. A permission may only apply when some
contextual conditions are satisfied [17, 11, 22]. For instance, in a
bank, the access control policy may specify that a clerk is permit-
ted to grant a loan to a customer, only if the amount of the loan
is less than 50,000 euros. The access control policy can also in-
clude prohibitions that are especially useful to specify exceptions
to permissions.

More recently, it has also been suggested to consider other re-
quirements in the security policy that correspond to obligations [3,
10]. For instance, the policy may specify that any user in the bank
information system is obliged to change his or her password if this
password has not been changed for more than 30 days. Models
that consider obligations go beyond access control and are used to
specify usage control requirements [18]. As an example of usage
control requirement, the bank can specify in its policy that it is
obligatory to stop the internet transaction of a bank customer if this
user has been idle for more than one minute. In [15] the security
rules and the system specification are expressed in the same for-
malism, Deontic Interpreted Systems. In this paper, we consider a
security policy as a set of rules which apply to a separate system
specification.

Once the security policy is specified, the next steps consist in
(1) enforcing this security policy in the target system, this can be
achieved by the deployment of the relevant security components
and mechanisms in this system, and then (2) checking its com-
pliance with this policy. For this purpose, traditional approaches
consider that the system is compliant with permission rules if a
transition can occur in the system only if the policy specifies that
it is permitted to execute the action corresponding to the transi-
tion (closed policy principle) [21]. Another possibility would be to
consider that a transition can only occur if the corresponding action
is not prohibited by the policy (open policy principle). Regarding
obligations, a simple approach would be to consider that if the pol-
icy specifies a requirement having the form C → O(e) (where O
represents the obligation modality, C is the condition that triggers
the obligation, and e is an event that corresponds to the occurrence
of a transition) then one can prove that the implemented system sat-
isfies the requirement C→ e. Notice that in this case, using obliga-



tion is useless since the policy may directly specify the requirement
C → e.

In this paper, we suggest a more sophisticated approach. We
characterize situations of violation of some security requirements
and define conditions where the implemented system may be con-
sidered compliant with the policy even if some violations occur. Let
us briefly illustrate the approach through an example. In the bank,
let us consider a security rule which specifies that a customer is
prohibited to perform an account withdrawal if the account balance
is negative after the withdrawal. According to the business model
of this bank, there may be several possible implementations of this
security rule. A first compliant implementation would be, for some
customers, to block any attempt to withdraw an amount higher than
the account balance. This corresponds to an implementation which
prevents violation.

For other customers, another implementation of this rule would
be to accept violation of the rule and implement a sanction, for in-
stance, the customer pays bank charges when his or her account
balance is negative. In our approach, this second implementation is
also compliant with the policy if the policy specifies that the cus-
tomer is obliged to pay bank charges when the account balance is
negative. The system implementation may in turn accept violation
of this obligation and still remain compliant with the policy if it
implements another sanction in case the customer does not pay the
bank charges.

Notice that it may be sometimes difficult to enforce some obli-
gation requirements without violation because they require an ex-
ternal intervention. For instance, a user will have to choose his or
her new password. As a consequence, it is somewhat unavoidable
to consider violation when implementing the obligation for the user
to change his or her password if this password has not been changed
for more than 30 days.

Even if aforementioned examples deal with violation of obliga-
tions or prohibitions, our approach applies to permissions as well.
For instance, in a closed policy, one generally considers that all ac-
tions executed in the system must be permitted by the policy. In
our approach, a system implementation will be considered compli-
ant with its policy even if some actions are executed without being
permitted but some sanctions apply in this case.

Our objective in this paper is first to define what it means for a
system to be compliant with its security policy when some viola-
tions are possible. We also define an approach to design an infor-
mation system which is compliant with its security policy. There
are two different approaches for this purpose. A first approach is a
proof-based approach. In this case, the security policy specification
and the information system specification are provided as inputs and
the objective is to prove that the system specification is compliant
with the policy specification [8]. Another approach would be to get
a functional specification of the information system as input and to
weave the security requirements in the function system specifica-
tion using, for instance, Aspect Oriented Programming (AOP) [23,
9]. In this paper, we follow a proof-based approach.

The remainder of the paper is organized as follows. Section 2
further motivates the objective of our work and details the different
situations in which a system specification is considered compliant
with its security policy. Section 3 presents a model for the sys-
tem specification based on finite state automata. Section 4 defines
a language to specify the security policy. Section 5 presents a for-
mal definition of the compliance of a system with a security policy
which allows certain kinds of violations. An algorithm that checks
the compliance is provided in section 6. Section 7 illustrates the
approach through an example and section 8 concludes the paper.

2. MOTIVATIONS
We want to consider independently a system, a policy, and then

to determine whether the system is compliant with the policy. The
first way to deal with this problematics is to consider the system as a
set of possible behaviours, the policy as a set of authorized/correct
behaviours, and then to check whether the system is included in
the policy. Two main approaches deal with this. A first way con-
sists in representing the policy by a security automaton [21] and
to compute the system in tandem with a simulation of the security
automaton. Each step of the system generates an input symbol sent
to the security automaton. If the security automaton is able to per-
form a transition on this input symbol, then the system is allowed
to perform the step, else, the system is terminated. A second ap-
proach corresponds to model-checking techniques [8]. If the policy
is modeled by a temporal formula and the system by an automaton,
then we can check that the system enforces the policy. If it is not
the case, some works (see, e.g. [16]) study the synthesis of a con-
troller so that the conjunction of the initial system and the controller
meets the policy, considered here as the system specification. Thus
the role of the controller is to guide the system so that the spec-
ification is satisfied. In brief, in the first approach, the policy is
viewed as a set of permitted behaviours, in the second approach it
is viewed as a property the system has to satisfy (generally by using
model checking techniques) or as the specification of the system
(controller synthesis approach).

We aim to develop a framework that allows a richer analysis. In-
deed, we want to be able to express in the policy that there is a
sanction when some violation occurs. The sanction may be a new
weak obligation which can also be violated, or a strong obligation
which cannot be violated. More precisely, we deal with two kinds
of obligations[2]: (1) a violable weak obligation that may trigger
other obligations in case it is violated and (2) an unviolable obli-
gation called strong obligation (a system which violates a strong
obligation is not considered as compliant with its policy). Then,
checking that the system respects the policy is refined: the system
is said to be compliant with the policy if when a violation occurs,
the sanction described in the policy is applied. However, it would
be interesting to distinguish the case where no violation occurs, and
the one where there is some, and the sanction is enforced. Indeed,
both cases correspond to a “compliant” behaviour, but the first one
can be considered as a “perfect” behaviour, whereas the second one
is viewed as a contrary to duty behaviour[6] in which some viola-
tion has been made up for. So, instead of a yes/no answer, we
would like to have a more subtle analysis, which aims at answering
several questions:

• Is there any violation?

• If there is some violation, is a sanction specified?

• Is the sanction enforced?

Actually, the notion of enforcement has to be stated more pre-
cisely. During our study, we will find out that when a sanction is
not enforced, it can be due to three different reasons: “some strong
obligation is not fulfilled”, “there is no specified sanction for some
violation”, or “there is an infinite sequence of unfulfilled weak obli-
gations”. So we need to specify five diagnostic cases. The first two
cases correspond to a compliant behaviour (“there is no violation”,
and “every sanction is enforced”), and the three other cases corre-
spond to different situations of non compliance.

Since violations occur with respect to prohibitions and obliga-
tions, we use deontic concepts to enrich the classical approach. So
we naturally base our study on deontic logic whose aim is to ex-
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Figure 1: Labeled Kripke Structure

press and reason on permission, obligation, prohibition, and viola-
tion. In this paper, in order to simplify the discussion, we avoid the
detection of internal conflicts in the policy by only considering per-
missions and obligations on positive events1. Prohibitions are not
explicitly taken into account. Thus, any permission/prohibition or
obligation/prohibition conflict cannot appear. However, we assume
that the absence of permission corresponds to an implicit prohi-
bition: an event that occurs without permission corresponds to a
violation, i.e. we consider that the policy is closed. Moreover, we
consider that an event which is explicitly obligatory in the policy is
implicitly permitted, which is a usual hypothesis of deontic reason-
ing[24].

3. BEHAVIOUR MODEL
In this section, we define the model used to describe a system. It

corresponds to usual automata with both labels on states and transi-
tions. These automata are called Labeled Kripke Structures (LKS)
and are used as models of the state/event extension of LT L [5].
It allows us to reason on both propositions and action-like atoms
called events. Unlike actions in dynamic logic, events are at the
same level as propositions in the syntax of the logic. Formula are
actually interpreted on a trace of an LKS. If p is a proposition,
and e an event, then p∧ e is true if p is true in the current state of
the trace, and e is going to be performed next. Moreover, events
have no duration, and are atomic. There are no new combinators
as for actions in dynamic logic (sequence, choice, iteration). How-
ever, we can combine them using the usual logical operators, e.g.,
e1∧e2∧Xe3 means that e1 and e2 occur simultaneously during the
next transition, and e3 will occur during the following one.

Such an automaton over the sets (P,E) of propositions and events
is defined as a tuple (S,S0,∆,V ) where

• S is the set of states,

• S0 ⊆ S is the set of initial states,

• ∆⊆ S×2E ×S is a transition relation, where (s,E,s′) ∈ ∆ if
there is a transition from s to s′ labelled by E, which means
that all the events in E occur simultaneously during this tran-
sition

• V : S → 2P is the valuation function which associates each
state with a set of atomic propositions

Notice that the definition of the transitions here slightly differs
from [5], where two given states cannot be related by several dis-
tinct transitions. A state s may have several successors by E be-
cause several distinct outgoing transitions may be labeled by E.

Figure 1 shows an illustration of an LKS where the atomic propo-
sitions are p and q, the events are e1,e2, and e3, and the initial state
is s1.

1For a discussion of conflict detection and management, see [7]

DEFINITION 1 (SYNTAX OF SE-LT L). Given a set P of atomic
propositions, and a set E of events, the language LSELT L of
State/Event Linear Temporal Logic (SE-LT L) is defined as follows

LSELT L ::= P | E | ⊥ | LSELT L ⇒ LSELT L
| XLSELT L | LSELT LULSELT L

The informal meaning of the temporal operators are as follows:
Xϕ: “at the next moment, ϕ will hold.”
ϕ1Uϕ2: “ϕ2 will eventually hold at some moment m, while ϕ1 holds
from now until the moment before m”

The boolean operators are defined as usual :

¬ϕ de f
= ϕ⇒⊥ > de f

= ¬⊥

ϕ1∨ϕ2
de f
= ¬ϕ1 ⇒ ϕ2 ϕ1∧ϕ2

de f
= ¬((¬ϕ1)∨ (¬ϕ2))

The temporal operators F (finally, or eventually) and G (globally,
or always) are defined as the following abbreviations:

Fϕ de f
= >Uϕ Gϕ de f

= ¬F¬ϕ

Given an LKS A = (S,S0,∆,V ), an SE-LT L formula is interpreted
on a state/event trace σ = (s0,E0,s1,E1, . . .), which is an alter-
nating sequence of states and event sets such that s0 ∈ S0, and
∀i ∈ N (si,Ei,si+1) ∈ ∆. We note σi (resp. σi) the ith state (resp.
event set) of σ. A trace is either infinite, or ends with a state which
has no successor by ∆.

DEFINITION 2 (STATE/EVENT SEMANTICS). Given an LKS
A = (S,S0,∆,V ) over the sets (P,E) of propositions and events,
and a state/event trace σ, we define the satisfaction relation |= for
state/event propositional formulas as follows:

σ, i |= p iff p ∈V (σi) where p ∈ P
σ, i |= e iff e ∈ σi where e ∈ E
σ, i 2⊥
σ, i |= ϕ1 ⇒ ϕ2 iff σ, i |= ϕ1 implies σ, i |= ϕ2
σ, i |= Xϕ iff σ, i+1 |= ϕ
σ, i |= ϕ1Uϕ2 iff ∃i′ > i such that σ, i′ |= ϕ2 and

∀ i 6 i′′ < i′ σ, i′′ |= ϕ1
A trace σ satisfies ϕ iff its first state satisfies it : σ |= ϕ iff
σ,0 |= ϕ.
An LKS satisfies ϕ iff all its traces satisfy it.

For instance, considering the LKS illustrated by Figure 1, the
following holds:
(s1,{e1,e2},s2,{e3},s2,{e2}, . . .) |= p∧ e1∧ e2∧Xe3.

4. SECURITY POLICY LANGUAGE
A policy is defined as a set of rules of the form C ; ϕ, where

C is a condition under which the rule is “triggered”. ϕ is a deontic
sentence, i.e., a permission (“it is permitted that ...”), or an obliga-
tion (“it is obligatory that ...”). Actually, we distinguish two kinds
of obligations: strong obligations and weak obligations. As said in
section 2, a violation of a weak obligation may trigger a sanction,
which can also be violated if it is a weak obligation. All this vio-
lations may be performed by a system which is still considered as
compliant with the policy, if the sanctions are eventually enforced.
The policy language also allows to specify strong obligations: a
system which violates such a strong obligation is not compliant
with the policy.

The condition C can be either a propositional formula whose
atoms are propositions (not events), or a violation formula Viol(e)
that expresses that there is a violation concerning the event e, or



the conjunction of both forms. Actually, two kinds of violations
may occur: a (weakly) obligatory event that does not happen, or a
non-permitted event that happens. So we have in fact two violation
formulas ViolO(e), which means “e was (weakly) obligatory in the
previous state, but it did not occur”, and ViolP(e), which means “e
has just happened without being permitted”. We only consider in
this paper immediate obligations, but we plan to take into account
obligations with deadline, as suggested in [10, 4].

The right hand side ϕ of a rule is either of the form P(ϕev) (ϕev
is permitted), or O(ϕev) (ϕev is weakly obligatory), or Ô (ϕev) (ϕev
is strongly obligatory) where ϕev is a positive event formula, i.e.,
a propositional formula (without any negation) whose atoms are
events.

Here are some examples of rules that could be specified in the

security policy, with P
de f
= {p,q} and E de f

= {e1,e2}:

• p∧q ; O(e1)
If p and q are true in the current state then there is a weak
obligation that e1 occurs next.

• p ; P(e1∧ e2)
If p is true in the current state then it is permitted that e1 and
e2 occur simultaneously next.

• p∧ViolO(e1) ; O(e2∨ e3)
If p is true and the obligation to perform e1 was violated
by the previous transition, then there is a weak obligation to
perform e2 or e3.

• p∧ViolO(e2∨ e3) ; Ô(e4)
If p is true and the obligation to perform e2 or e3 was vio-
lated by the previous transition, then the event e4 must occur
(and this cannot be violated).

Let us define more formally the rule language. We first define the
language LE of (positive) event formulas (in the rest of the paper,
ϕev will denote an event formula):

LE ::= E | LE ∧LE | LE ∨LE

The limitation to positive events (without any negation) is due to
the choice not to reason on explicit prohibitions, as explained in
section 2. With the negation in the language of events, we would
be able to express the obligation not to perform an event, which is
equivalent to the prohibition to perform this event.

The condition of a rule (left hand side of a rule) can be a propo-
sitional formula, a violation formula, or a conjunction of a propo-
sitional and a violation formula. We define the languages LP and
Lviol of the propositional and the violation formulas as follows (in
the rest of the paper, ϕp will denote a propositional formula):

LP ::= P | LP∧LP | LP∨LP | ¬LP
Lviol ::= ViolO(LE ) | ViolP(LE )

The left hand side of a rule is then a condition, and the right hand
side is a positive deontic formula (permission, weak obligation, or
strong obligation).

In our framework, the obligation of a given event can be both
violable if it appears as a weak sanction in some rule, and non vi-
olable if it appears as a strong sanction in some other rule. For
instance, if p ; O(e2) and ViolO(e1) ; Ô(e2) are two rules of the
policy, then in the context p there is an obligation to perform e2,
which can be violated, but if there is a violation of an obligation to
perform e1, then the obligation to perform e2 is not violable.

In case there is a violation formula in the condition, then the right
hand side is called sanction. Notice that a sanction is necessarily

s2 s3 s4s1

p

debit debit go_to_ jail

Figure 2: State/Event trace

an (either weak or strong) obligation. Indeed, if the system violates
a part of the policy, it does not make sense to give some permission
as a sanction. We define the language Lrule of the rules as:

Lrule ::= LP ; (O(LE ) | P(LE ) | Ô(LE ))
| LP∧Lviol ; (O(LE ) | Ô(LE ))

A policy is defined as a set of rules.

5. COMPLIANCE OF A SYSTEM WITH ITS
SECURITY POLICY

Given a model A = (S,S0,∆,V ) of a security system, and a pol-
icy, we focus on the meaning of the compliance of the system with
the policy, in our context of violation management. We actually
reason on a single trace of the system (the compliance of the whole
system is then defined by the compliance of all its traces). We first
give an intuition of the definition, and then propose a semantics
based on traces, to formally specify these aspects.

5.1 Informal view
Roughly speaking, we say that a system is compliant with a pol-

icy if

• either there is no violation,

• or each time some violation occurs, the associated sanction
is enforced.

To state more precisely the notion of enforcement, we introduce
some vocabulary and a support example.

5.1.1 Example
As an example, we present a part of the behaviour of a bank

customer. Consider the state/event trace illustrated by Figure 2 to-
gether with the policy consisting in the rules (1), (2), and (3).

1. ¬p ; P(debit)

2. ViolP(debit) ; O(pay_charges)

3. ViolO(pay_charges) ; Ô(go_to_ jail)

The first event (debit) is performed without permission since
P(debit) cannot be deduced from the rules in the context of the
state s1 (recall we only work with closed policies). Therefore, in the
state s2, there is a violation ViolP(debit). So, according to rule (2)
there is an obligation to perform the event pay_charges as a sanc-
tion. During the second transition, the event pay_charges is not
performed, so the sanction is also violated. According to rule (3),
there is then a strong obligation to perform go_to_ jail as a second
sanction, in the state s3. It is effectively performed by the specified
bank customer behaviour. Thus, according to our approach, this
system is compliant with its security policy, even if security rules
(1) and (2) are violated.

5.1.2 Vocabulary
We say that an obligation O(ϕev) is fulfilled if ϕev holds in the

current state, i.e., if the event formula ϕev is going to be performed
during the next transition. In the example of Figure 2, the (strong)
obligation to perform go_to_ jail is fulfilled in the state s3.



A violation may induce several obligations. In the example,
ViolP(debit) holds in the state s2 (because of the first transition).
Then rule (2) triggers the obligation O(pay_charges). (Recall that
an obligation which is triggered by a violation is also named sanc-
tion). Then, in s3, because of the violation ViolO(pay_charges),
rule (3) triggers the sanction Ô(go_to_ jail). We say that the initial
violation ViolP(debit) triggers the sequence of sanctions
[O(pay_charges), Ô(go_to_ jail)].

A violation is called managed if every sequence of sanctions
which is triggered by this violation ends with a fulfilled obligation.
In the example, ViolP(debit) in s2 is then managed.

When a violation is not managed, i.e., when it triggers some se-
quence of sanctions which does not end with a fulfilled obligation,
we can distinguish three situations:

• Some triggered sequence of sanctions ends with a strong
obligation which is not fulfilled, then the violation is called
ultimately strong

• Some triggered sequence of sanctions ends with a weak obli-
gation which is not fulfilled, and no sanction is specified by
the policy in case this weak obligation is violated, then the
(initial) violation is called ultimately unexpected

• There is an infinite triggered sequence of sanctions, then the
violation is called never caught.

This last situation is illustrated by the system described in Figure
3, together with the following policy:

e1

e2

p
s1 s2

Figure 3: Infinite sequence of
weak sanctions

(1) p ; O(e2)

(2) ViolO(e2) ; O(e1)

(3) ViolO(e1) ; O(e2)

In the state s1, according to rule (1), it is obligatory to perform e2
since p is true. So, performing the event e1 violates this obligation,
and rule (2) triggers O(e1) in the destination state s2. Then, doing
the event e2 violates this obligation. The system is then back to the
state s1, where rule (3) triggers O(e2). If we consider the infinite
state/event trace generated by this automaton, then in every state
of this trace, there is a violation which triggers some rule. There-
fore, the initial violation ViolO(e2) triggers the infinite sequence of
sanctions [O(e1), O(e2), O(e1), O(e2), . . .].

Notice that this system also illustrates an unexpected violation.
Indeed, in the state s2, the violation ViolP(e1) holds and no rule
specifies a sanction.

Each obligation of a triggered sequence could be related to the
previous one in a more complex way. At each step, several rules can
be involved in the same time so that the next obligation is triggered.
For instance, let us consider a policy which contains the following
rules:

ViolP(e1); O(e3) ViolO(e2); O(e4) ViolO(e3∧e4) ; O(e5)

Then, in a state which satisfies ViolP(e1)∧ViolO(e2), the first two
rules are triggered, and the corresponding sanction is O(e3)∧O(e4),
which is equivalent to O(e3 ∧ e4). If the next transition does not
perform e3 ∧ e4, then the third rule triggers the sanction O(e5) in
the next state. So we see that the conjunction ViolP(e1)∧ViolO(e2)
of violations can trigger the sequence [O(e3∧e4), O(e5)], whereas
the single violation ViolP(e1), for instance, cannot. So we have

to take into account in the remainder that the different character-
izations (managed, ultimately strong, ultimately unexpected, and
never caught) do not only concern a single violation but a conjunc-
tion of violations.

To sum up, there are five different diagnostic cases to consider:

1. no violation occurs

2. every conjunction of violations is managed

3. some ultimately strong conjunction of violations occurs

4. some ultimately unexpected conjunction of violations occurs

5. some never caught conjunction of violations occurs

It is clear that the cases 1 and 2 correspond to a system which is
compliant with its security policy and that the cases 3 and 5 corre-
spond to a system which is not. The case 4 is less clear: one can
consider that there is a lack in the policy specification, and the sys-
tem is still compliant with the (specified part of the) policy. On the
other hand, we cannot consider that the sanction is enforced (be-
cause no sanction is specified), so it is also reasonable to conclude
that the system is not compliant with the security policy. In this
paper, we will adopt the latter point of view.

DEFINITION 3 (COMPLIANCE). A state/event trace is said to
be compliant with a policy iff

• there is no violation

• or every conjunction of violation is managed

A system is compliant iff all its traces are compliant.

5.2 Formal definitions
In this section, we enrich the trace semantics given in section 3

to interpret obligations, permissions, and violations in each state.
This allows to formally define our diagnostic cases, and thus the
compliance. Recall that ϕev always denotes an event formula.

DEFINITION 4 (EXTENSION OF THE TRACE SEMANTICS).
Given a state/event trace σ, and a policy pol, we define the seman-
tics of permission, weak and strong obligations, and violation.

ϕev is permitted in the ith state of σ if there is a rule in the pol-
icy whose hypothesis is satisfied by this state, which states that ϕ′ev
is permitted, where ϕev is a logical consequence (in propositional
logic, considering events as propositions) of ϕ′ev. We also consider
that if ϕev is explicitly obligatory, then it is implicitly permitted.
(This is a usual assumption in deontic logic.) The formal semantics
is then:

σ, i |=pol Pϕev iff
∃(C ; P(ϕ′ev)) ∈ pol s. t. σ, i |=pol C and |= ϕ′ev ⇒ ϕev

or σ, i |=pol Oϕev or σ, i |=pol Ôϕev

where |= stands for validity in propositional logic.
ϕev is weakly obligatory if the conjunction of all the weak obliga-
tions we can infer from the rules implies ϕev:

σ, i |=pol Oϕev iff
|= (V {ϕ′ev / ∃(C ; O(ϕ′ev))∈ pol s. t. σ, i |=pol C}) ⇒ ϕev

2

Similarly, we give the formal semantics of strong obligations:
2we define ∧S, where S is a set, as

V
φ∈S

φ



σ, i |=pol Ôϕev iff
|= (V {ϕ′ev / ∃(C ; Ô(ϕ′ev))∈ pol s. t. σ, i |=pol C}) ⇒ ϕev

The obligation to perform ϕev is violated (ViolO(ϕev)) if ϕev was
obligatory in the previous state and has not occurred during the
previous transition. The prohibition (viewed as a lack of permis-
sion) to perform ϕev is violated (ViolP(ϕev)) if ϕev has just oc-
curred without being permitted. (Recall that, since we only con-
sider closed policies, an event formula which is not explicitly per-
mitted is considered prohibited.)

σ, i |=pol ViolO(ϕev) iff
i > 0 and σ, i−1 |=pol O(ϕev)∧¬ϕev

σ, i |=pol ViolP(ϕev) iff
i > 0 and σ, i−1 |=pol ¬P(ϕev)∧ϕev

For propositions, events, boolean and temporal operators, we de-
fine the satisfaction relation as for SE-LT L (cf section 3).

We write σ |=pol ϕ iff σ,0 |=pol ϕ.

Before defining a whole sequence of sanctions which is triggered
after a given conjunction of violations, we first consider one step.
The set Wsanction∗(i,ϕ) represents the formulas which are weakly
obligatory in state i of a state/event trace σ because of the violation
Viol∗(ϕ) (where ∗ ∈ {P,O}). In other words, obligations in state
i−1 have not been fulfilled by the last transition, or non-permitted
events have occur, and we consider the sanction which stands in
state i. (σ is implicit in the following predicates for ease of reading.)

Wsanction∗(i,ϕ)
de f
=

{φ / ∃(ϕp∧Viol∗(ψ) ; O(φ)) ∈ pol such that
|= ϕ⇒ ψ
and σ, i |=pol ϕp∧Viol∗(ψ) }

where ∗ ∈ {O,P}.
Similarly, we define Ssanction(i,O(ϕ)) as the set of the formulas

which are strongly obligatory in state i because of the violation
Viol∗(ϕ):

Ssanction∗(i,ϕ)
de f
=

{φ / ∃(ϕp∧Viol∗(ψ) ; Ô(φ)) ∈ pol such that
|= ϕ⇒ ψ
and σ, i |=pol ϕp∧Viol∗(ψ) }

where ∗ ∈ {O,P}.

DEFINITION 5 (SEQUENCE OF TRIGGERED SANCTIONS). We
consider finite and infinite sequences, indexed by I. In the former
case, I has the form 0..N for some non-negative integer N ∈ N. In
the latter case, I = N. The notation for a sequence of sanctions is
(Ok)k∈I , where the last obligation (in case the sequence is finite)
can be either a weak or a strong obligation, and all the other obli-
gations are weak. A sequence (Ok)k∈I of sanctions is said to be
triggered by a conjunction

V
l∈0..L

vl of violation formulas in the ith

state of a state/event trace σ if

(i) obligations of the sequence hold in the successive states of
σ:

∀k ∈ I σ, i+ k |=pol Ok

where each Ok is of the form O(ϕk), and the last obligation
ON (in case the sequence is finite) is of the form O(ϕN) or
Ô(ϕN)

(ii) the conjunction
V

l∈0..L
vl triggers the first sanction of the se-

quence:

|= ( ^

φ∈sanctions(
V

l∈0..L
vl)

ϕ
) ⇔ ϕ0

where O0 = O(ϕ0) and
sanction(

V
l∈0..L

vl) =
S

l∈0..L
Wsanction∗l (i,φl)

with ∗l = P if vl =ViolP(φl) and ∗l = O if vl =ViolO(φl)

(iii) every sanction Ok = O(ϕk) in the sequence is triggered by
the violation of the previous sanction Ok−1 = O(ϕk−1):

∀k ∈ I\{0} |= ϕk ⇔
V

ϕ∈WsanctionO(i+k,ϕk−1)
ϕ

or k = N and |= ϕk ⇔
V

ϕ∈SsanctionO(i+k,ϕk−1)
ϕ

(iv) if the sequence is finite and the last sanction is weak, then,

– either the last sanction ON = O(ϕN) is fulfilled

σ, i+N |= ϕN

– or the policy specifies no sanction for ViolO(ϕN)

WsanctionO(i+N +1,ϕN) = /0

In the example of section 5.1, we can see that the sequence of
sanctions [O(pay_charges), Ô(go_to_ jail)] is triggered by the vi-
olation ViolP(debit) in the state s2, according to this definition.

We can now define the semantics of the different kinds of vio-
lation: managed violation, ultimately strong violation, ultimately
unexpected violation, and never caught violation, through the pred-
icates managed, strong, unexpected, and never_caught.

DEFINITION 6 (MANAGED VIOLATION). A conjunction ϕ of
violations is managed if every sequence of triggered sanctions is
finite and ends with a fulfilled sanction.

σ, i |=pol managed(ϕ) iff
every sequence of sanctions triggered by ϕ is finite and
∀(Ok)k∈0..N sequence of sanctions triggered by ϕ
σ, i+N |=pol ϕN where ON = O(ϕN) or ON = Ô(ϕN)

DEFINITION 7 (ULTIMATELY STRONG VIOLATION). A con-
junction of violations is ultimately strong if there is a sequence of
triggered sanctions which ends with an unfulfilled strong violation.

σ, i |=pol strong(ϕ) iff
∃(Ok)k∈0..N sequence of sanctions triggered by ϕ
such that ON = Ô(ϕN) and σ, i+N |= ¬ϕN

DEFINITION 8 (ULTIMATELY UNEXPECTED VIOLATION). A
conjunction ϕ of violations is ultimately unexpected if the policy
specifies no sanction for ϕ, or for some induced violation.

σ, i |=pol unexpected(ϕ) where ϕ has the form
V

l∈0..L
vl iff

∀l ∈ 0..L @(ϕpl ∧ vl ; Ol) ∈ pol such that σ, i |= ϕpl ∧ vl
or ∃(Ok)k∈0..N sequence of sanctions triggered by ϕ such that
σ, i+N |= ¬ϕN with ON = O(ϕN) and
WsanctionO(i+N +1,ϕN) = SsanctionO(i+N +1,ϕN) = /0

DEFINITION 9 (NEVER CAUGHT VIOLATION). A conjunction
of violations is never caught if it triggers an infinite sequence of
sanctions.

σ, i |=pol never_caught(ϕ) iff
there is an infinite sequence of sanctions triggered by ϕ



PROPERTY 1. A conjunction of violations which occurs with-
out being managed is either ultimately strong, or ultimately unex-
pected, or never caught.

Given a policy pol, a state/event trace σ, a natural i, and a con-
junction ϕ of violation formulas, then the following property holds

σ, i |=pol (ϕ∧¬managed(ϕ)) ⇔
(strong(ϕ)∨unexpected(ϕ)∨never_caught(ϕ))

The proof is omitted for the sake of brevity.
The specification of the five diagnostic cases is straightforward

with the predicates defined above. Given a state/event trace σ and
a policy pol, we reason on a conjunction ϕ of violation formulas:

1. There is no occurrence of ϕ
σ |=pol G ¬ϕ

2. Every occurrence of the violation ϕ is managed
σ |=pol G (ϕ⇒ managed(ϕ))

3. There is an occurrence of ϕ which is a ultimately strong
σ |=pol F strong(ϕ)

4. There is an occurrence of ϕ which is unexpected
σ |=pol F unexpected(ϕ)

5. There is an occurrence of ϕ which is never caught
σ |=pol F never_caught(ϕ)

So, a trace is compliant with its policy iff it satisfies
G ϕ⇒ managed(ϕ) for every conjunction ϕ of violation formulas.
(Notice that a trace which satisfies no violation is compliant, since
G ¬ϕ implies G (ϕ⇒ managed(ϕ)).) From property 1 we deduce
that a trace σ is not compliant iff there is some conjunction ϕ of
violation formulas such that σ |= F (strong(ϕ)∨unexpected(ϕ)∨
never_caught(ϕ)). Recall that a system is compliant with its policy
iff all its traces are such. Notice that although there is an infinite
number of syntactically different event formulas, there is a finite
number of semantically different event formulas, for a given set E
of events.

In the next section, we provide an algorithm which checks the
compliance of a system with respect to a policy, i.e. whether all its
traces satisfy G ϕ⇒managed(ϕ) for every conjunction ϕ of viola-
tion formulas. In case it is compliant, it indicates whether there is
some violation, i.e. whether there is a trace which satisfies F ϕ. In
case it is not compliant, for each of the three corresponding prop-
erties (F strong(ϕ), F unexpected(ϕ), and F never_caught(ϕ)),
it checks the existence of some trace and some conjunction ϕ of
violation formulas that satisfies it.

6. DIAGNOSTIC ALGORITHM
We present an algorithm that analyses both the system and the

policy to check whether the five following properties hold:

1. There is no violation

2. Every conjunction of violations is managed

3. There is some ultimately strong conjunction of violations

4. There is some ultimately unexpected conjunction of viola-
tions

5. There is some never caught conjunction of violations

Our algorithm starts from a given state considered as initial. In
case there are several initial states, we have to call this algorithm
for each one in order to analyse the whole system.

We refer to propositional logic, and suppose we have access to
a decision procedure for the validity of any propositional formula.
Given an LKS A = (S,S0,∆,V ) over the sets P and E of proposi-
tions and events, we call s the propositional formula that character-
izes the atomic propositions that are true in s∈ S, Ê the conjunction
of all the events in E ⊆E , succ(s,E) the set of the possible succes-
sors of s after a transition labelled by E, and Out(s) the set of all
the event sets that label an outgoing transition from s:

s
de f
=

^

p∈V (s)

p∧
^

p/∈V (s)

¬p Ê
de f
=
^

e∈E
e

succ(s,E)
de f
= {s′ ∈ S / (s,E,s′) ∈ ∆}

Out(s)
de f
= {E ∈ 2E / ∃s′ ∈ S such that (s,E,s′) ∈ ∆}

We use some variables to “diagnose” the situation. no_viol is true
until some violation occurs, strong_violation is false until some
strong sanction is not fulfilled, unexpected_violation is false un-
til some violation occurs for which no sanction is specified, and
never_caught is false until some never caught violation is detected.
The detection uses a variable po which records the triples (cur-
rent state, current transition, parsed obligation). In order to have
more precise information, we could provide the trace of the differ-
ent rules that are triggered, but we do not consider such trace here
for the sake of brevity.

We need to introduce some additional notations that make the
algorithm more readable when it computes the obligations which
stand in the current state according to the policy.

WObl(s) (resp. SObl(s)) is the set of the formulas which are
weakly (resp. strongly) obligatory in state s, and which are not
sanctions (they are not triggered by any sanction).

WObl(s)
de f
= {φ / ∃(ϕp ; O(φ) ∈ pol such that s⇒ ϕp}

SObl(s)
de f
= {φ / ∃(ϕp ; Ô(φ) ∈ pol such that s⇒ ϕp}

Perm(s) is the sets of all the event sets which are permitted in
state s. Notice that it may be the case that {e1} and {e2} are per-
mitted whereas {e1,e2}, i.e., the simultaneous occurrence of e1 and
e2, is not. Therefore, Perm(s) is necessarily a set of event sets and
not a set of events. We denote ˆPerm(s) the event formula which
characterizes permitted events.

Perm(s)
de f
= {E ′ ⊆ E / ∃(ϕp ; P(ϕev)) ∈ pol s.t.

|= ϕev ⇒ Ê and |= s⇒ ϕp}
ˆPerm(s)

de f
=

W
E∈Perm(s)

Ê

WSancP(s,E) (resp. SSancP(s,E)) is the set of the weakly (resp.
strongly) obligatory formulas which are triggered by the occur-
rence of the non-permitted set E of events.

WSancP(s,E)
de f
= {φ / ∃(ϕp∧ViolP(ϕev) ; O(φ)) ∈ pol

such that s⇒ ϕp and Ê ⇒ ϕev and ˆPerm(s); ϕev}
SSancP(s,E)

de f
= {φ / ∃(ϕp∧ViolP(ϕev) ; Ô(φ)) ∈ pol

such that s⇒ ϕp and Ê ⇒ ϕev and ˆPerm(s); ϕev}

WSancO(s,E,ϕev) (resp. SSancO(s,E,ϕev)) is the set of the weakly
(resp. strongly) obligatory formulas which are triggered when a set
E of events occurs and violates the obligation to perform ϕev.

WSancO(s,E,ϕev)
de f
= {φ / ∃(ϕp∧ViolO(ϕ′ev) ; O(φ)



such that ϕev ⇒ ϕ′ev and Ê ; ϕ′ev and s⇒ ϕp}
SSancO(s,E,ϕev)

de f
= {φ / ∃(ϕp∧ViolO(ϕ′ev) ; Ô(φ)

such that ϕev ⇒ ϕ′ev and Ê ⇒ ϕ′ev and s⇒ ϕp}

The variables wo and so are used to record the formulas which
are weakly and strongly obligatory in the current state. In case
weak obligations are violated, they are assigned to the set of the
weak and strong sanctions that should be fulfilled in the next states.
We note ŵo (resp. ŝo) the conjunction of the weakly (resp. strongly)
obligatory formulas 3.

ŵo
de f
=

^

φ∈wo
φ ŝo

de f
=

^

φ∈so
φ

Given a state s, considered as initial, CheckCompliance(s) checks
whether all the traces which start from s are compliant. It first
initialises the four diagnostic variables. Then, for each outgoing
transition, it calls CheckTransition with no inherited obligations.
CheckCompliance then returns the four variables that provide a di-
agnostic.

CheckCompliance (s)
strong_violation := f alse; unexpected_violation := f alse;
never_caught := f alse; po := /0; no_viol := true;
For each E ∈ Out(s) Do

CheckTransition(s,E, /0, /0);
Return no_viol,strong_violation,unexpected_violation,never_caught

CheckTransition(s,E,wo,so) aims at checking that a transition
performs events which are permitted, and that obligatory events
effectively occur. wo (resp. so) is the set of the weakly (resp.
strongly) obligatory formulas which are inherited from previous
violations. These two sets are updated with the obligations which
stand in the context of the current state s. If the current transi-
tion does not perform strongly obligatory events, then the variable
strong is set to true. If the the set of weak obligations wo is al-
ready parsed in the current state/transition pair, then the variable
never_caught is set to true and the algorithm terminates. If wo is
not already parsed, then the set po of the parsed obligations is in-
creased with the triple (s,E,wo). If there is some violation, i.e.
if some obligatory formula does not holds or some non-permitted
event set is performed, then the variable no_viol is set to false, and
the sets wo and so of weak and strong sanctions are computed. If
they are empty, i.e., if no sanction is specified, then the variable
unexpected is set to true, else, the algorithm checks whether the
sanctions are enforced in the next states calling itself recursively
on every possible successor.

CheckTransition(s,E,wo,so)
wo := wo∪WObl(s); so := so∪SObl(s);
If Ê ; ŝo Then

strong := true;
If (s,E,wo) ∈ po Then

never_caught := true;
Else

po := po∪{(s,E,wo)};
If Ê ; ŵo or Ê ; ŝo or ˆPerm(s); Ê Then

no_viol := f alse;
wo := WSancO(s,E, ŵo)∪WSancP(s,E);
so := SSancO(s,E, ŵo)∪SSancP(s,E);
If wo = so = /0 Then

3We consider that /̂0 =>

unexpected := true
Else

For each s′ ∈ succ(s,E) and E ′ ∈ Out(s′) Do
CheckTransition(s’,E’,wo,so)

PROPERTY 2 (TERMINATION).
Algorithm CheckCompliance terminates.

Sketch of the proof There is no loop, and the only recursive call is
in CheckTransition. The termination of CheckTransition is straight-
forward, because the set of triples (state, transition, obligation) is
finite (finiteness of the set of rules implies finiteness of the set of
possible obligations), and the set of triples for which the obligation
is not parsed (the complementary of the set po) is strictly decreas-
ing at each recursive call, which guarantees the termination.
¥

We now establish the soundness of CheckCompliance with re-
spect to the semantics defined in section 5.2.

PROPERTY 3 (SOUNDNESS).
Given a system A = (S,S0,∆,V ), and a state s ∈ S, after the call of
CheckCompliance(s), the following holds

• no_viol = true iff for every state/event trace σ = (s, . . .) of
A starting with s, and for every conjunction ϕ of violation
formulas, σ |=pol G ¬ϕ

• strong_violation,unexpected_violation, and never_caught all
equal false iff for every state/event trace σ = (s, . . .) of A
starting with s, and every conjunction ϕ of violation formu-
las, σ |=pol G (ϕ⇒ managed(ϕ))

• strong_violation = true iff there is some state/event trace
σ = (s, . . .) of A starting with s, and some conjunction ϕ of
violation formulas, such that σ |=pol strong(ϕ)

• unexpected_violation = true iff there is some state/event trace
σ = (s, . . .) of A starting with s, and some conjunction ϕ of
violation formulas, such that σ |=pol unexpected(ϕ)

• never_caught = true iff there is some state/event trace σ =
(s, . . .) of A starting with s, and some conjunction ϕ of viola-
tion formulas, such that σ |=pol never_caught(ϕ)

The proof presents no particular difficulties because the algorithm
deals with concepts that are close to the semantics of the formal
definitions. We omit to develop the proof here because it is quite
long.

7. EXAMPLE
In this section, we develop the bank example aforementioned

in the introduction. The algorithm given in section 6 checks the
compliance of a system with respect to its policy and provides a
diagnostic as explained above. Figure 7 shows a partial output of
this algorithm for the three following instances of a bank model.

The bank system is modeled as an automaton that models the
behaviour of a customer together with the state of his/her bank ac-
count. The sets P and E of atomic propositions and events are
P = {positive} and
E = {credit,debit,get_pos_balance,get_neg_balance, pay_charges,
go_to_ jail}. positive is true when the balance is positive. credit
(resp. debit) labels any transition that credits (resp. debits) the ac-
count. get_neg_balance (resp. get_pos_balance) labels the transi-
tions that go from a negative balance to a positive one (resp. from



s2s1

debit,
get_neg_balance credit

credit,
get_pos_balance

p

debit

credit

Figure 4: First example of a system

s2s1

debit,
get_neg_balance credit

credit,
get_pos_balance

p debit

debit

credit

Figure 5: Second example of a system

a positive balance to a negative one). pay_charges models the pay-
ment of charges by the customer, and go_to_ jail is an event by
which the customer has no longer access to his/her account.

Recall that when several events label some transition, it means
that these events occur simultaneously when this transition is per-
formed. For instance, in the first example (Figure 4), when the tran-
sition from s1 to s2 is performed, debit and
get_neg_balance both occur. Also recall that P(e1 ∧ e2) means
that there is the permission to perform e1 and e2 simultaneously.
According to our semantics (cf section 5.2), P(e1 ∧ e2) implies
P(e1)∧P(e2) but the converse does not hold.

We consider the following policy:

• credit, pay_charges, get_pos_balance, and go_to_ jail op-
erations are always permitted.
>; P(credit ∧ pay_charges∧get_pos_balance)

• When the balance is positive, it is permitted to perform a
debit operation, even if it leads to a negative balance.
positive ; P(debit ∧get_neg_balance)

• If the balance is negative, then it is obligatory to credit the
account.
¬positive ; O(credit)

• If a debit operation is performed without permission, then it
is obligatory to pay charges.
ViolP(debit) ; O(pay_charges)

s4

go_to_ jail

s2s1

debit debit,
get_neg_balance credit

debit pay_charges

s3

credit,

debit

credit
p

get_pos_balance
credit,

credit,
pay_charges,

get_pos_balance

Figure 6: Third example of a system

XXXXXXXXXsystem
variable

no_viol strong_violation

example1 true false
example2 false true
example3 false false

Figure 7: Output of CheckCompliance(s1)

• If an obligation to credit the account is violated, then it is
obligatory to pay charges.
ViolO(credit) ; O(pay_charges)

• If an obligation to pay the charges is violated, the customer
has a strong obligation to go to jail.
ViolO(pay_charges) ; Ô(go_to_ jail)

The first system (Figure 4) is compliant with the policy, and
never violates any obligation or prohibition (all its traces satisfy the
property G¬ϕ for every violation formula ϕ). The second one (Fig-
ure 5) may clearly violate the obligation to credit the account in the
state s2, if it performs the event debit. Then, there is the obligation
to pay charges, which can also be violated by performing again the
event debit. There is then a strong obligation to go to jail, which
may be violated by performing debit, or also credit. So the sec-
ond system is not compliant with the policy (a trace, for instance,
which starts with (s1,{debit},s2,{debit},s2,{debit},s2,{debit})
satisfies the property F strong(ViolO(credit)). The third one (Fig-
ure 6) is compliant but may violate some obligations: all its traces
satisfy the property G (ϕ ⇒ managed(ϕ)) for every violation for-
mula. For instance, a trace which starts with (s1,{debit},s2,{debit})
satisfies ViolO(credit) in its second state, but also satisfies
managed(ViolO(credit)).

Figure 7 shows the value of the variables no_viol and
strong_violation after the call of our algorithm for state s1. The two
other diagnostic variables unexpected_violation and never_caught
both equal false for the three examples.

8. CONCLUSION
The main contribution of this paper is the definition of a formal

framework to specify and manage security requirements that ap-
ply when other security requirements are violated, and the formal
definition of compliance in this context. In deontic logic, these re-
quirements are generally called “contrary to duty” rules [6, 19]. To
the best of our knowledge, this is the first time such kind of rules
are considered to specify a security policy.

In this context, we have presented a model based on deontic logic
to specify a security policy. We also defined an approach to check
if some system specification complies with its associated security
policy. We refined the definition of compliance into five diagnos-
tic cases: (1) there is no violation, (2) there are violations but the
sanctions described in the policy apply, (3) there is a violation for
which the sanction is not enforced, (4) there is a violation for which
no sanction is specified, and (5) there is a violation which is never
caught. The algorithm presented in section 6 provides this diag-
nostic for every transition. Its termination and soundness are estab-
lished.



In this paper, we deliberately simplify the security policy specifi-
cation by only considering permission and obligation requirements.
We assumed that prohibitions implicitly correspond to the absence
of permission. As a first perspective, we plan to extend our ap-
proach by also including explicit prohibitions. This extension re-
quires to detect and manage inconsistencies within the policy due
to permission/prohibition and obligation/prohibition conflicts [7].

Another extension of the approach would be to consider obliga-
tion requirements with deadline as suggested in [10, 4]. We need
to refine the definition of compliance given in this paper to con-
sider these more complex requirements. Dedicated decision proce-
dures which provide diagnostics for the enriched logical framework
should be studied. Model-checking techniques for timed logic as
implemented for instance in the UPPAAL tool may be useful to
check the compliance of a system with respect to these security
requirements.
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